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Introduction

B About This
Guide

H Central Office
Services (COS)

This volume, Volume II: Central Office Services (COS), is part of a
multi-volume set of user guides that describe how to configure, install,
manage, and troubleshoot DRC INSIGHT (or INSIGHT). INSIGHT
provides a number of tools and testing information to help you
troubleshoot your testing environment and verify that it is ready for
testing. This guide describes how to install, configure, and use Central
Office Services (COS), a software package that allows you to install,
configure, and manage your online testing environment from a central
location.

The audience for this guide is the Technology Coordinators (TCs) who
are responsible for setting up and managing online testing and ensuring
that their systems work effectively and securely. The audience should be
knowledgeable about the technical details of the appropriate operating
systems and have the necessary security privileges to perform the tasks
discussed in this guide.

The complete COS software consists of a number of functional
components, including Content Management and Content Hosting (for an
overview of COS and related terminology, see Volume I: Introduction to
Online Testing).

This user guide describes COS and its software components and previews
some of the components planned for future releases. COS has the
following characteristics:

» It supports content caching, Content Hosting, and Content
Management. Within a COS configuration, sites can use COS Service
Devices for Content Management and Content Hosting.

See Online Testing Setup Options in Volume I: Introduction to Online
Testing for details about the online testing setups that are available
with COS.

» Itis designed to automatically receive software updates. After you
install the software, COS will automatically retrieve and install COS
updates as they become available.

» It supports Windows and Mac Service Devices, and Windows, Mac,
iPad, and Chrome festing devices.
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Introduction

B COS Service
Devices and
the Number
of Students
Testing

B COS Service
Device System
Requirements

B Tablet Devices
and COS
Service Devices

B Software
Installation and
Update Rights

As a general guideline, you can install the COS software for a large
number of students that are testing at the same time (concurrently). This
guideline is based on the following assumptions:

* The COS Service Device is configured for Content Management and
Content Hosting.

¢ The COS Service Device software is installed on a dedicated device.

* The COS Service Device and network meet the necessary system
requirements.

The number of COS Service Devices required may differ based on the
actual hardware and software specifications of the COS Service Device,
the network speed, and the COS Service Device options selected.

For details regarding COS Service Device system requirements and
the number of concurrent testers, refer to the latest version of the DRC
INSIGHT Online Learning System Supported System Requirements
available at your state’s Portal site by navigating to All Applications
or My Applications—General Information—-Downloads and clicking
View System Requirements at the bottom of the Test Setup General
Information page.

View System Requirements Monitor Setting Verification

.
DRCANSIGHT

ONLINE LEARNING SYSTEM

Supported System Requirements

A COS Service Device is used primarily to cache and manage test
content. iPad, Chromebook, and other tablet devices cannot be used as
host machines for a COS Service Device. As a result, you should install
the COS Service Device software on a Windows PC or Mac (OS X or
macOS) computer, and connect to the COS Service Device when you
install INSIGHT on the tablet device.

(1) Important: Certain software rights are required to install and/or
automatically update INSIGHT and the COS Service Device software.
INSIGHT requires Administrator rights to install it and Write access
to perform the software Automatic Update function. The COS Service
Device software requires Administrator rights to install it.
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Introduction

B Overview of
Working with
COS

The tasks involved in the process of installing, configuring, and using
the COS software are summarized below. For details, see the referenced
information, which is linked to other sections in this guide.

Note: The first five tasks are numbered to follow the order in which you
would perform them during initial installation and setup. The unnumbered
tasks are optional.

Task 1: Install the COS software and create a COS Service Device
Reference: The various installation sections within this volume.

Task 2: Create a COS configuration
Reference: “Quick Tour: Creating a Central Office Services
Configuration” on page 25

Task 3: Install (or uninstall and reinstall) DRC INSIGHT and associate it
with the COS configuration that you created
Reference: Volume III: DRC INSIGHT

Task 4: Use the COS dashboard to monitor your COS configurations,
COS Service Devices, and testing devices
Reference: “The Central Office Services Dashboard” on page 35

Task 5: Use the Configurations tab options to manage your COS
configurations, services, and devices
Reference: “Managing Configurations” on page 54

Task: Create a Pool of COS Service Devices
Reference: “Creating COS SD Pools” on page 76

Task: Configure DRC INSIGHT to allow student testing without using a

COS Service Device (for an extremely low number of testers)
Reference: “Creating New Configurations” on page 74
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Installing COS
on Windows Devices

Quick Tour: Installing COS SD Software on Windows Devices

This Quick Tour describes how to install the COS Service Device (COS SD) software on a Windows device.
DRC provides an easy-to-use wizard to install the COS SD software.

) Important: To access COS, you must have the Portal Device Toolkit permission.

1. To launch the wizard and start the installation, on a Windows device that meets the COS SD system
requirements sign on to your state’s, open the All Applications menu bar, select General Information—
Downloads, and click the Central Office Services (COS) Installer icon to download the COS
installation wizard file (coninstaller.exe).

2. After the file is downloaded, =
double-click on the coinstaller.exe file S -
to start the installation wizard. When the
Setup - Central Office window displays, Setup - Central Office
CliCk NeXt tO Continue. Welcome to the Central Office Installation Wizard.

net | [ quit

3. The Installation Folder window
displays. You must indicate where to C e ——— e
install the COS SD software and where i
to store downloaded content. Installation Folder
The default location fOI‘ the COS Please speciﬁu'l'lhe folderlw::re Central Office will be installed.

. . C:\Program Files\CentralOffice Browse...
SD software is C:\Program Files\ Froo 1
CentralOffice and the default location | o e oo o v e cononced
Please sped e er where Central Office will store downloaded content.
for the COS SD SOftware to store C:\Program Files\CentralOffice \content_fs

downloaded test content is C:\Program
Files\CentralOffice\content_fs.

Click Next to select the default
locations, or Browse... to select different
locations. DRC recommends using the
default locations.

MNext ] [ Cancel
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Installing COS
on Windows Devices

Quick Tour: Installing COS SD Software on Windows Devices (cont.)

4. The Proxy Host window displays. This =

window allows you to specify a separate K3  Central Offce Installer Setup
proxy server for the COS SD. This step
is optional. Proxy Host

® If you are not plannlng tousea Fleaze enter a valid url to your http/fhttps proxy which Central Office service devices will use to
Proxy server. leave the ﬁeld blank communicate with the Internet, Only needed when using a proxy server,
)

. Proxy Host:
and click Next. |

« Ifyou are planning to use a proxy
server, enter the URL of the server
in the Proxy Host field and click
Next (for details, see “Configuring
Testing Devices” on page 48).

Mext ] [ Cancel ]
5. The Ready to Install window displays.
The window indicates the amount of =
disk space the installation will require. G ot Ofice rotaler sep
C1¥ck In'stall to f:ontlnue (or Cancel to Ready to Install
exit the installation). _ N n
Setup is now ready to begin installing Central Office on your computer. Installation will use 1.26
GiB of disk space.
Install ] [ Cancel ]
6. The Installing Central Office window ==
displays, indicating the progress of the )  CentalOffie Installer Setup
installation. Installing Central Office
Note: The installation process can take - = | 15%
30_45 minutes. Instaling component Central Office
Install ] [ Cancel ]
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Installing COS
on Windows Devices

Quick Tour: Installing COS SD Software on Windows Devices (cont.)

7.

The Configure Service Ports window
appears. On this window you specify the
port to use for Content Hosting (labeled the
Base port). The COS software uses the base
port to determine which ports to use for the
Content Downloading, Relay, and Restricted

Proxy services (labeled the Additional ports).

The ports are four consecutive numbers, but
you only need to enter the base port number
in the Base port field. After you specify the
base port, COS automatically selects the
next three consecutively numbered ports.
COS requires four port numbers, even if
the device being configured will not use all
of them.

The default port values are 55222, 55223,
55224, and 55225. You may select
alternative port numbers as long as four
consecutive numbers are available. For
example, if you specify 11223 for the base
port, COS also attempts to use ports 11224,
11225, and 11226.

After you select your ports, but before you
click Next, click Test to verify that the ports
selected are available on the device.

+ If'the Installer dialog indicates that the
ports are available, click OK and Next
(or Cancel to exit the installation).

 If the Installer dialog that displays
indicates that the ports are not available,
select a different base port and repeat
this step until you have ports that are
available.

()] Important: To avoid conflicts and verify
that no other device is using these ports,

you can enter the command netstat -a from
a command prompt to display a list of the
ports currently being used.

[==]
&) Central Office Installer Setup
Configure Service Ports
Central Office requires 4 network ports to operate. You can select a base port and the
remaining ports are calculated automatically for you.
Base port 55222
Additional ports 55223
55224
55225
L) Installer @
Central O . the next
two ports The ports are in use. Select another base port.
Base port
Addiond
[=]
() Central Office Installer Setup
Configure Service Ports
Central Office requires 4 =t = base port and the
remaining ports are calcul _,_') Installer IEI
Base port The ports are available. 5222
Additional ports 55223
55224
55225
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Installing COS

on Windows Devices

Quick Tour: Installing COS SD Software on Windows Devices (cont.)

9. Two things now occur at the same time: x
Wizard window appears and the DRC e —

INSIGHT Portal screens are launched. Completing the Central Office Wizard

Important: From the Completing

Completing the Central Office Installation Wizard.

: : When you dick Finish, you must use the browser screen that is displayed to select the
the Central Ofﬁce leard WlndOW configurations for this device. You must accept the end user license agreement and then
1 : follow the steps in the configuration wizard. If a log in screen appears, you must login
hlghhght and COpy and save the URL before the configuration wizard screens appear.
that dlsplays—you can use 1t to resume Or if you need to wait ill later before performing the configuration steps, please save this

. . . unique URL. You can go to it later by pasting it into your browser,
the process at this point (if necessary)

without re-installing the COS SD
software.

'4b 227 31-a6d0-4ead-bab9-flcaff328a4f fsetup)

Click Finish in the Completing the

Central Office Wizard window. To
complete the process of configuring
your COS SD, see “Quick Tour:
Creating a Central Office Services
Configuration” on page 25.
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Installing COS
on Windows Devices

Manually Updating COS SDs for Windows

DRC sends COS SD software updates automatically at regular intervals. If a COS SD is turned off when
DRC releases an update, the COS SD will not receive the update until the next time it is turned on.

Perform the following steps if you need to manually update the COS SD software on a Windows machine.

1. From the Program Files or Program files (x86) folder of the COS SD, double-click the Central Office
folder.

2. Double-click the maintenancetool.exe file.

-~
Name

| contenthaosting

. relay

| setup
components.xml
InstallationLog.txt
maintenancetool.dat

‘L) maintenancetool.exe

& | maintenancetoolini

3. On the Setup - Central Office screen, check Update components and click Next.

Maintain Central Office Installer
Setup - Central Office
Welcome to the Central Office Installation Wizard.
() Add or remaove components
@) Update components
() Remove all components
et J(am ]

4. A message displays indicating the results of the update. Click Quit to finish.
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Installing COS

on Windows Devices

Uninstalling the COS SD Software for Windows Machines

To uninstall the COS SD software from a Windows machine, perform the following steps.

1. From the Program Files or Program files (x86) folder of the COS SD, double-click the Central
Office folder.

2. Double-click the maintenancetool.exe file.

-~
Name

| contenthaosting

. relay

| setup
components.xml
InstallationLog.txt
maintenancetool.dat

‘L) maintenancetool.exe

& | maintenancetoolini

3. When the Setup - Central Office screen displays, verify that Remove all components is selected and
click Next.

-

Maintain Central Office Installer

Setup - Central Office
Welcome to the Central Office Installation Wizard.

() Add or remaove components
() Update components

(@) Remove all components

e [

4. On the Ready to Uninstall screen, click Uninstall. The uninstall process completes in a few minutes.

==

@ Maintain Central Office Installer

Ready to Uninstall

Setup is now ready to begin removing Central Office from your computer.
The program directory C:\Program Files (x86)\CentralOffice will be deleted
completely, including all content in that directory!

Uninstall ] ’ Cancel ]
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Installing COS
on Mac Devices

Quick Tour: Installing COS SD Software on Mac Devices

This Quick Tour describes how to install the COS SD software on a Mac (OS X or macOS) device. DRC
provides an easy-to-use wizard to install the COS SD software.

D) Important: To access COS, you must have the Device Toolkit permission.

1. To launch the wizard and start the installation, on a Mac device that meets the COS SD system
requirements sign on to your state’s, open the All Applications menu bar, select General
Information—Downloads, and click the Central Office Services (COS) Installer icon (&) to
download the COS SD installation wizard file (coinstaller.zip).

2. After you have downloaded the file,
double-click on the file to open it, and
double-click the coinstaller application file
that is inside to launch the wizard.

Note: You must be a Mac System
Administrator to install the COS SD software
from this file.

3. The Setup - Central Office window displays for
the Central Office Installation Wizard.

Note: On most installation windows, you

can click Go Back to return to the previous
window, Continue to proceed to the next
window, and Cancel to cancel the installation.

Click Continue.

4. The Installation Folder window displays.
You must indicate where to install the COS
SD software and where to store downloaded
content.

The default location for the COS SD software
is /Applications/CentralOffice. and The
default location for the COS SD software to
store downloaded content is /Applications/
CentralOffice/content fs.

You can use the Browse buttons to select
different locations. DRC recommends that you
use the default locations.

When you are ready, click Continue.

® 0 Central Office Installer Setup
Setup - Central Office
Welcome to the Central Office Installation Wizard.
Continue
[ JON ) Central Office Installer Setup

Installation Folder

Please specify the folder where Central Office will be
installed.

/Applications/CentralOffice1 Browse...

Please specify the folder where Central Office will
store downloaded content.

\pplications/CentralOffice1/content_fs Browse...

Go Back Continue
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Installing COS
on Mac Devices

Quick Tour: Installing COS SD Software on Mac Devices (cont.)

5. The Proxy Host window displays. This
window allows you to specify a separate
proxy server for the COS SD. This step is
optional.

» If you are not planning to use a proxy
server, leave the field blank and click
Continue.

« Ifyou are planning to use a proxy
server, enter the URL of the server
in the Proxy Host field and click
Continue (for details, see “Configuring
Testing Devices” on page 48).

6. The Ready to Install window displays.
The window indicates the amount of disk
space the installation will require and the
components that will be installed as part of
the COS SD software.

Click Install to continue.

7. You must be a Mac System Administrator
to install the COS SD software. After you
enter your name and password and click
Install Software, the installation begins.

[ ) @ Central Office Installer Setup

Proxy Host

Please enter a valid url to your http/https proxy which
Central Office service devices will use to communicate
with the Internet. Only needed when using a proxy server.

Proxy Host:

Go Back Continue

I. @ Central Office Installer Setup

Ready to Install

Setup is now ready to begin installing Central Office on your
computer. Installation will use 541.65 MiB of disk space.

Selected components without dependencies:

* com.datarecognitioncorp.centraloffice

Go Back Install
[ NON ) Central Office Installer Setup
Installing Central Office
coinstaller wants to make changes.
| Enter your password to allow this.
User Name: User{
Password:
cancel (IS
Go Back Install
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Installing COS

on Mac Devices

Quick Tour: Installing COS SD Software on Mac Devices (cont.)

8. The Installing Central Office window 289 Central Office Installer Setup
displays, indicating the progress of the LI IILE (o o)
installation. —

Installing component Central Office

You can click Hide Details to hide the details
of the installation process, or Show Details to Hide Details
reveal them.

/Applications/CentralOffice1/contenthosting/app/node_mo
/Applications/CentralOffice1/contenthosting/app/node_mo

. ] ] /Applications/CentralOffice1/contenthosting/app/node_mo
NOte’ The lnstallatlon process can take 10_20 /Applications/CentralOffice1/contenthosting/app/node_mo
minutes.

/Applications/CentralOffice1/contenthosting/app/node_mo
/Applications/CentralOffice1/contenthosting/app/node_mo
/Applications/CentralOffice1/contenthosting/app/node_mo

. . /Applications/CentralOffice1/contenthosting/app/node_mo
9‘ The Conﬁgure SerVICe Ports WIndOW appears' /Applications/CentralOffice1/contenthosting/app/node_mo

On this window you specify the port to use
for Content Hosting (labeled the Base port).
The COS SD software uses the base port to
determine which ports to use for the Content
Downloading, Relay, and Restricted Proxy
services (labeled the Additional ports).

Go Back Install

P [ ] Central Office Installer Setup

Configure Service Ports

The ports are four consecutive numbers, but
you only need to enter the base port number

Central Office requires 3 network ports to operate. You
can select a base port and the next two ports are

in the Base port field. After you specify the jeiculated automatically for you.
base port, the COS SD software automatically Bese port 85222
selects the next three consecutively numbered Additional ports 55223
ports. The software requires four port 55224
numbers, even if the device being configured 55225
will not use all of them.
———
The default port values are 55222, 55223,
55224, and 55225. You may select alternative L —

port numbers as long as four consecutive
numbers are available. For example, if you
specify 11223 for the base port, the COS SD
software also attempts to use ports 11224,
11225, and 11226.

@ Central Office Installer Setup

The ports are available.

* —=

10. After you select your ports, but before you

click Continue, click Test to verify that the - b cperste You

ports selected are available on the device. ports are
» If'the Installer dialog indicates that the Base port 55222
ports are available, click OK and then A—— 55223
click Continue. s5224

55225

» If'the Installer dialog that displays
indicates that the ports are not available, st
select a different base port and repeat
this step until you have ports that are
available.

Go Back Continue
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on Mac Devices

Quick Tour: Installing COS SD Software on Mac Devices (cont.)

11. Two things now occur at the same LN X Central Office Installer Setup
time: The Completing the Central Completing the Central Office Wizard
Office Wizard window appears
and the DRC Portal screens are
When you click Finish, you must use the browser

launched. screen that is displayed to select the configurations for
this device. You must accept the end user license

Completing the Central Office Installation Wizard.

L L L L TR LR LR agreement and then follow the Steps in the

! Important- From the Completlng configuration wizard. If a log in screen appears, you
° . . must log in before the configuration wizard screens
the Central Office Wizard window e
. . Or if you need to wait till later before performing the
hlghhght and copy and save the URL configuration steps, please save this unique URL. You

can go to it later by pasting it into your browser.

that displays—you can use it to resume
ices/3439fcb4-4783-4df0-9119-e4ea6219238f/setup

the process at this point (if necessary)
without re-installing the COS SD
software.

L L L L TR LR LR LR LR TR TR Done

Click Done in the Completing the
Central Office Wizard window. To
complete the process of configuring
your COS SD, see “Quick Tour:
Creating a Central Office Services
Configuration” on page 25.
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Installing COS
on Mac Devices

Manually Updating COS SD Software for Mac Devices

DRC COS software updates automatically at regular intervals. If a COS SD is turned off when DRC releases
an update, the COS SD will not receive the update until the next time it is turned on at night.

Perform the following if you need to manually update the COS software on a Mac machine.

1. From the COS SD, select Applications—Central Office—-maintenancetool.

2. Enter your Mac Administrator login information.

[ JoX ) Maintain Central Office Installer

Uninstalling Central Office

maintenancetool wants to make changes.

E ﬂ Enter your password to allow this.

User Name: User

Password: |

Cancel | (TSN

—

Go Back Uninstall

3. On the Setup - Central Office screen, select Update components and click Continue.

PO e Maintain Central Office Installer
Setup - Central Office
Welcome to the Central Office Installation Wizard.
Add or remove components

{0) Update components
~ Remove all components

Continue

4. When the update process completes, a message displays indicating the results of the update. Click Done.

[ JOX ) Maintain Central Office Installer

Completing the Central Office Wizard

Click Done to exit the Central Office Wizard.

Done
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on Mac Devices

Uninstalling the COS SD Software for Mac Devices

To uninstall the COS SD software from a Mac machine, perform the following steps.

1. From the COS SD, select Applications—Central Office—-maintenancetool.

2. Enter your Mac Administrator login information.

[ JoX ) Maintain Central Office Installer

Uninstalling Central Office

maintenancetool wants to make changes.

E ﬂ Enter your password to allow this.

User Name: User

Password: |

Cancel | (TSN

—

Go Back Uninstall

3. On the Setup - Central Office screen, select Remove all components and click Continue.

PO e Maintain Central Office Installer
Setup - Central Office
Welcome to the Central Office Installation Wizard.
Add or remove components

Update components
° Remove all components

Continue

4. On the Ready to Uninstall screen, click Uninstall.

[ XoX ) Maintain Central Office Installer

Ready to Uninstall
Setup is now ready to begin removing Central Office from
your computer.

The program directory /Applications/CentralOffice1 will be
deleted completely, including all content in that directory!

Go Back Uninstall
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on Mac Devices

Uninstalling Central Office Services for Mac Devices (cont.)

5. If necessary, re-enter your Mac Administrator login information.

[ JoX ) Maintain Central Office Installer

Uninstalling Central Office

maintenancetool wants to make changes.

E ﬂ Enter your password to allow this.

User Name: User

Password: |

Cancel | (TSN

—

Go Back Uninstall

6. The uninstall process completes in a few minutes.

[ JOX ) Maintain Central Office Installer

Uninstalling Central Office

Hide Details

/Applications/CentralOffice1/contenthosting/app/node_mo
/Applications/CentralOffice1/contenthosting/app/node_mo
/Applications/CentralOffice1/contenthosting/app/node_mo
/Applications/CentralOffice1/contenthosting/app/node_mo
/Applications/CentralOffice1/contenthosting/app/node_mo
/Applications/CentralOffice1/contenthosting/app/node_mo
/Applications/CentralOffice1/contenthosting/app/node_mo
/Applications/CentralOffice1/contenthosting/app/node_mo
/Applications/CentralOffice1/contenthosting/app/node_mo

Go Back Uninstall

7. When the uninstall process completes, click Done.

[ JOX ) Maintain Central Office Installer

Completing the Central Office Wizard

Click Done to exit the Central Office Wizard.

Done
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Quick Tour: Creating a Central Office Services Configuration

After you have installed Central Office Services (COS) on a COS SD, you must create an initial COS
configuration to use COS with your testing devices. This Quick Tour describes how to create the initial COS
configuration. DRC provides an easy-to-use wizard to help you with this process.

1. When you finish installing COS,
the Central Office Setup Sign In
window displays. Sign in to the
Portal by entering your username and
password and clicking Log In.

Note: See Volume I: Introduction

to Online Testing for information
regarding the DRC INSIGHT Portal.

2. After you sign in to the DRC
INSIGHT Portal, the End User
License Agreement for DRC
Software window displays.

Read the agreement, check the I
Agree checkbox, and click Accept
(you must accept the agreement to
continue).

3. After you accept the license
agreement, the Central Office
configuration wizard displays.

When the configuration wizard
displays, enter a unique name to
identify the COS SD you have just
created to help you identify it in the
COS dashboard. The name displays
anytime you view the device in COS.
If you do not name the COS SD, only
the Device ID, generated by DRC,
displays.

DRCAINSIGHT

R DRC INSIGHT Portal Please Log In
D?C This portal is a secure gateway to al of the various testing programs and tools that you have st
B permision o use
e S hen o
Pass

ataRecognitionCe

Tologin, please enter your email address and password and ciick Log In.

jour usemarme or password?
&login

End User License Agreement for DRC Software

IMPORTANT - BE SURE TO READ CAREFULLY
SCOPE

Configure Central Office Service
°

Device Name (optional):

Device Configuration

o
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(D Important: For COS SDs

that are part of a pool (including
load-balanced pools), if you have
already configured a COS SD and
want to use the same configuration
for this COS SD, you can reply Yes
to Use an existing configuration?
There are a number of considerations
you should be aware of before you
make this decision. See “Creating
COS SD Pools” on page 76.

Click Next when you are ready.

Enter a name for the configuration
that will help you identify it easily.

Enable automatic INSIGHT software
updates by selecting Enable Auto
Update. When you select Enable
Auto Update, DRC updates the
INSIGHT software automatically.

Note: If you do not select Enable
Auto Update, DRC notifies you
whenever an update to the INSIGHT
software is available and you must
update the software manually.

Proxy Host Configurations

To specify an HTTP proxy host
server, move the Proxy Host toggle
to Yes and enter the server name

(or IP address) and port number
(separated by a colon), followed by
a forward slash (/), in the Proxy Path
field. To use a restricted proxy host,
after you complete the wizard you
must update the configuration and
activate the restricted proxy host (see
“Configuring Testing Devices” on
page 48).

Click Next when you are ready.

Quick Tour: Creating a Central Office Services Configuration (cont.)

Configurations | Add New Configuration

Device: 41B00E94-AD49-4604-BA26-202A6 DADCF6B Help: @ )

Configure Central Office Service

Device Name (optional):

Before you decide to use an existing
configuration, see “Creating COS SD
Pools” on page 76.

Device: 41B00E94-AD49-4604-BA26-362A6DADCFSE - COS D - District 1, Sample School, Bldg 3 Last Seen: Apr25, 2015 11:15:15 A Help: @)

Configure Central Office Service

Prosy path:
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Quick Tour: Creating a Central Office Services Configuration (cont.)

6. When the Locations page appears,
select a testing program from the
Testing Program drop-down menu.
Then, start typing a district name,
school name, or site code in the Site
filter.

7. When you locate the district or
school name to which you want to
register the configuration, click Add
Location.

!) Important: You can select
a site for which you have access
(your access is defined by the Portal
Device Toolkit permission).

Note: You must click Add Location
to continue. At any time after

you add a location, you can click
Remove to the right of the location
to remove it.

Click Next when you are ready.

DRCAINSIGHT

Configurations | Add New Configuration

Configuration with TSM for Response Caching

Configure Central Office Service

EaE (3)

Locations

Welcome Bob Balderson®

2-6F1C-4BC8-BIDB-19DFB1C7050A - District 1, Sample School, Bldg 3, Rm 7 Last Seen Sep 12,2017 45052 P Help: (@

Log Out

Configurations | Add New Configuration

E1890-8577-4A46-BE87-21BDB4FB0294 - Pete Device 20170606 356 Last Seen: Jun 6, 2017 3:55:27 PM
ration: Pete Config 20170606 356

Configure Central Office Service

Locations

one location is required. To change an existing single location, first add the new location, then remove the original

Client site

Add Location

Set up for:
“Hiebracka Online Assessments > NE > Drc Use Only - Sample District

Response Caching (24

Please provide the urlfor the TSM that will be used for response caching for this location by testing devices,

A https url is required

Help: @)

Choose a Client and, if prompted, a State, then type at least three letters of the name of a District or a School to select the Site. Once you have chosen a Site, click Add Location. At least
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Quick Tour: Creating a Central Office Services Configuration (cont.)

8. Now, you can set Content Management
to Yes OI‘ NO. Manage Central Office Services | Manage Device Toolkit

Device: FF8271F0-5753-4660-B180-EE13FCA7BB1D - Pete Device 20170215 943 Last Seen: Feb 15, 2017 9:42:25 AM Help: &)
Current Configuration: Pete Config 20170215 943

® Important: Your state may have a Configure Central Office Service
requirement to use Content Management o
for your testing program.

Content Management

Admin TTSHA

If you select Yes, the test content

for the selected administrations and
accommodations will be downloaded
automatically to your COS device. The
default is all available administrations
and accommodations. If you need to
save space on the COS SD, de-select
unneeded administrations and
accommodations.

After you make your selections, click
Next.

Configurations | Add New Configuration

9. On the Content Hosting page, Verify that oo
Content Hosting is set to Yes.

2A6DADCF6B - COS SD - District 1 Bldg 3 Las Seen: Apr 25,2013 11:15:19 4 Help: @)
001 COS Configuration

Configure Central Office Service

o =

Content Hosting @

Note: When Content Management is set
to Yes, the current COS SD appears as
the first content source.

Content Sources

DRC- Default Content

Add Content Source

10. Click Complete. When the Confirm
Configuration dialog box displays, click
Continue.

Confirm Configuration
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Quick Tour: Creating a Central Office Services Configuration (cont.)

11. The configuration that you just created displays on the Configurations tab in the COS dashboard.

Configurations

Add New Configuration

58> 5B> Edirect Sample District  Changs

You successfully linked undefined to configuration District 1 - Sample School COS Configuration

Total: 1

Configurations

B District 1 - Sample Schoo Service Devices: (1)

¥ |items per page

Add and remove charts: | Confzurstions Testing Devices
5 Fully Functiona| |
Out of Dat
A\ Unsblet
Total: 0
Testing Devices
Testing Devices: (0) Location: (1)

Click the Plus (+) sign (toggles to
minus [-] sign) to display detailed
information about the configuration.

12. Copy and save the Org Unit ID. You use this ID to
register your devices for testing in Step 15.
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Quick Tour: Creating a Central Office Services Configuration (cont.)

13. What you do now depends on whether INSIGHT is already installed on the testing device.
* If INSIGHT is not installed, install it on the testing device.
« If INSIGHT is installed, you can use the version of INSIGHT that is installed.

Configuration Not Found

Please raise your hand and wait for help.

Contact your technical resource and provide them with the following information:

DRC INSIGHT cannot retrieve the configuration profile associated with this device
because it cannot find the Device Toolkit ORG Unit ID. The ORG Unit ID was entered
incorrectly, was deleted, or was not assigned to this device.

Click Assign Device to ORG Unit to enter the correct ORG Unit ID,
or click Cancel to end the process.

Assign Device Cancel
10 ORG Unit /

14. Start INSIGHT on the device. Because the device is not yet registered
with COS, the Configuration Not Found screen displays when you start
INSIGHT. Click Assign Device to ORG Unit.

Device Registration

1. To add the device to a Device Toolkit ORG Unit, enter the ORG Unit ID (or copy and paste it) and click Add
Note: You can repeat this step if you want to access more than one testing program from this device.

2. When you are ready, click Register to register the device or Cancel to cancel the process.

123456789 | hdd

o

15. When the Device Registration page appears, enter or paste the device’s
ORG Unit ID that you saved in Step 12 and click Add. After you have
added the ORG Unit, click Register.

Note: After the device is successfully registered, it will display in the
Central Office Testing Devices tab.
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Quick Tour: Creating a Central Office Services Configuration (cont.)

16. The main INSIGHT
screen displays.

(&) NSCAS ‘s

Online Tools Training

Test Sign In

17. If you need to start the System Readiness Check,
click the checkmark in the lower left corner of the
main INSIGHT screen. When prompted, enter the
7745 access code and click Submit.

Enter Access Code
7745

Submit Cancel
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Quick Tour: Creating a Central Office Services Configuration (cont.)

System Information
10.0.0 Device Toolkit C:\Program Files (x86)\DRC INSIGHT Online Assessments v10
Machine Name User Name : Operating System Levsl (0S Version
DRC28459 EE Microsoft (build 17763), 64-bit 10.0
; Testing Device ID Service Device ID Content Hosting HTTPS Proxy
666F126C-61D2-441B-B19E-3B3F5E6159AD 84ECO0OES-C4E5-4658-A9FA-078880893B3C Yes
COS Configuration Name COS Org Unit ID Location
Public VM COS ALL Clients 249214175 Drc Use Only - Sample District Al N/A
Required Test List
Status Test Name Details
o Audio Capability Details
(v Client Version Details
° Folder Permissions Details
° Internet Connection Details
o Operating System Level Details
(v] RAM Details
° Screen Resolution Details
(v Service Device Connection Details
o User Agent Details
Load Results Execute Tests . Test Audio Exit

Copyright © 2019 Data Recognition Corporation

18. When the System Readiness Check displays, all icons
should display green if everything is set up correctly (for more
information, refer to the various System Readiness Check
topics in Volume Ill: DRC INSIGHT). Click Exit.
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B Introduction The Central Office Services - Device Toolkit interface consists of two tabs:
Configurations and Add New Configuration.

* The Configurations tab displays a visual dashboard describing the
configurations that currently exist in COS, as well as status information
about each configuration and the testing devices associated with the
configuration. From this tab you can drill down to see additional options for
managing your COS configurations and devices.

Configurations | Add New Configuration

Configurations Testing Devices

* The Add New Configuration tab allows you to quickly create a COS
configuration for a group of testing devices.

This section describes the COS dashboard that displays in the Configurations
tab. Using the dashboard, you can review, monitor, and manage your
configurations, COS SDs, and testing devices from a central location.

) Important: When you open the dashboard and select a Testing Program and
Site, the Configurations tab displays the COS devices that you can access.
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The Central Office Services Dashboard

From the Configurations tab, select a Testing Program and a Site from the drop-down menus to display the
COS dashboard. When the COS dashboard first displays, two “donut” charts—Configurations and Testing
Devices—display at the top of the dashboard. A third chart, COS SDs is also available. You can toggle the

dashboard to display any combination of these charts.

Configurations Add New Configuration

Select Site

Choose the district or scheol to manage its Central Office Services

Client Site

From the Configurations tab, when you select a
Testing Program and a Site from the drop-down
menus, the COS dashboard automatically displays
the COS devices that you can access.

& Fully Functional view
In Progress view
Out of date view

A Unable to findview | Total: 38

Total: 46

Configurations

Testing Devices

Add and remove charts: | Configurations

Testing Devices

9 Fully Functional
Out of date
A Unabletofind

Configurations and Testing Devices charts.

The Add and remove charts tabs indicate the donut charts
currently displayed in the dashboard. The default is to display the
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The Central Office Services Dashboard (cont.)

Total: 46

Configurations

€7 Fully Functional view
In Progress view

£ Out of date view

A Unable to findview

Add and remove charts: | configurations Testing Devices
Service Devices
FUy Functonar
"M Select Chars
elect Charts
@ -
Testing Devices

Move your cursor to the right of the chart tabs and left-click
to display the COS SDs option. When you select this option
the graph re-displays with three charts: Configurations,
COS SDs, and Testing Devices.

Configurations

3 Fully Functional view
In Progress view

£} Qut of date view

A Unable to findview

Add and remove charts: | configurations Testing Devices Senvice Devices
€3 Fully Functional 5 Fully Functional
In Progress € Out of date
£} Outof date o & Unable tofind
A Unable tofind
Testing Devices

Service Devices

You can click the x in the upper-right corner of any
chart tab to remove the chart from the display.
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The Central Office Services Dashboard (cont.)

Within a chart, you can hover your mouse over a color to display the number of configurations or
devices that have a particular status. Clicking on the text in the legend to the right of a chart displays
a definition of the status in popover text. The grids below list the colors and corresponding icons that
display in each legend (and elsewhere in the dashboard). They also list the corresponding status and
provide a brief description of each status. Note that the statuses for the Configurations and COS SDs
charts are similar, but the statuses for the Testing Devices chart are different.

Configurations Chart

Chart Color Icon Configuration Status Description

Green ¢y Fully functional All devices using a configuration are visible to
COS and are in use or ready for use

Red A Unable to Find Configured services that were last seen an hour
ago or more
Yellow In Progress One or more of the devices using the

configuration is currently uploading or
downloading test content

Orange ) Outof date The test content on one or more devices using
' the configuration is out of date

Service Devices Chart

Chart Color Icon Configuration Status Description

Green ¢y Fully functional All COS SDs using a configuration are visible
to COS and are in use or ready for use

Red A Unable to Find Configured services that were last seen an hour
ago or more

Yellow In Progress One or more of the COS SDs using the

configuration is currently uploading or
downloading test content

Orange ) Outof date The test content on one or more COS SDs
' using the configuration is out of date

Testing Devices Chart

Chart Color Icon Testing Device Status Description

Green 0y Fully functional Testing device last seen within a month

Red A Unable to Find Testing device last seen a year ago or more
Orange Q) Out of date Testing device last seen a month ago or more
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The Central Office Services Dashboard (cont.)

When you hover over a color in a donut chart, informational text displays based on the color of the chart.

Configurations Chart

The red area text displays Unable
to find: x, where x is the number
of missing configurations.

The orange area text displays Out
of date: x, where x is the number of
configurations that are out of date.

Total: 43

Configurations

3 Fully Functi | view 5
o oo The yellow area text displays In Progress
Out of date view
A Unable to findview

— Upload/Download: z, where z is the number
of configurations uploading or downloading.

The green area text displays Fully
Functional: y, where y is the number
of fully functional configurations.

Service Devices Chart

The four status icons are listed to the right of
the Configurations chart. Click view to the right
of a status icon to filter the list starting with the
status you selected. Click on a status name to
display a definition of the status.

The red area text displays Unable
to find: x, where x is the number
of missing COS SDs.

The orange area text displays Out
of date: x, where x is the number of
COS SDs that are out of date.

Total: 43

Configurations

CHOM view
I Progress view
Cut of date view

2 eenm number of COS SDs that are uploading or

— The yellow area text displays In Progress
Upload/Download: z, where z is the

downloading test content.

The green area text displays Fully
Functional: y, where y is the number
of fully functional COS SDs.

The four status icons are listed to the right of the
Configurations chart. Click view to the right of a
status icon to filter the list starting with the status
you selected. Click on a status name to display a
definition of the status.
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When you hover over a color in a donut chart, informational text displays based on the color of the chart.

The Central Office Services Dashboard (cont.)

Testing Devices Chart

The red area text displays Unable to find: x,

The orange area text displays Out of ‘ e _ :
where x is the number of missing testing devices.

date: x, where x is the number of testing
devices with content that is out of date.

£ Fully Functional
Cut of date
A Unable tofind

Testing Devices

The three status icons are listed to the right
of the Testing Devices chart. Click on a status
name to display a definition of the status.

The green area text displays Fully
Functional: y, where y is the number
of fully functional testing devices.
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The Central Office Services Dashboard (cont.)

The icon to the left of the configuration name indicates the current overall status of the COS SDs in the
configuration.

Icon Description
Unable to Find ( A) One or more COS SDs in the configuration has not been “seen” in the last
hour by COS.

Note: If the Unable to Find icon appears to the right of Configuration
Status (the configuration has changed but the changes have not been
applied to the COS SD), the Unable to Find icon also appears on the far
left.

) Test content for any administration on any COS SD in the configuration is

In Progress
S ( being downloaded.

Out of Date () Test content for any administration on any COS SD in the configuration is
out of date.

Fully Functional ( ) Test content for all administrations is up to date on all COS SDs and the
configured services on all COS SDs are functional.

5 Fully Functional view 3 Fully Functional
I Progress view Cut of date
ahle
Out of date view A Unable tofind
ahle .
Total: 43 A Unable to findvew Total: 30
Testing Devices
2] Devices: (1)
o]
=] Devices: (1) Location: (1]
=] magesh config feb13.2 Devices: (1) Location: (1)
Pro
Configuration Status: 2/12/17 2:24 PM
Doma
hitps:ii -5qa.drc-c entraloffic e.c om: 55222/
Admins:
v | items per page

_ _ The orange progress bar only displays if the configuration
Click the Plus (+) sign (toggles to includes Content Management. It indicates the overall
a minus [-] sign) to display location progress of downloading the test content for all
information about the COS SD. administrations and devices that use the configuration.
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The Central Office Services Dashboard (cont.)

The color of the CH and CM icons indicates the status of its corresponding service.

Color Description

Green The service is fully functional

Yellow The server is currently downloading test content (In Progress)
Orange The content on the server is out of date

Red The service has not been “seen” (last seen) for at least an hour

You can click these icons to see the last seen date for the service.

You can click the underlined device name to the left of these icons to rename the device or remove the
device from the configuration (see “Renaming or Removing Service Devices” on page 63).

/

£ Fully Functional
Cut of date

£ Fully Functional view
In Progress view

Ot of date vew A Unable tofind
Total: 43 A Unable to findview Total: 30
Configurations
[a]
2] O imz26 Devices: (1) Location: (1)
@ ) Canfig CO-857 Devices: (1) Location: (1)
=] magesh config feb13.2 Devices: (1) Location: (1)
o Progress
rc-centralofic e.com: 55222/ Assessment Name
Admins: Administration 1, Administration 2,
3 4, 5
L] 4 4 ig » »l 5 v |items per page 16 - 18 of 18 items.
The blue icons, CH (Content Hosting ") and The title of the assessments and
CM (Content Management ), indicate the administrations that were selected in
services specified in the configuration. the configuration is listed.
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The Central Office Services Dashboard (cont.)

The Configurations tab displays all of the configurations that match your search criteria. When the device(s)
for a configuration are displayed, the following information is also displayed:

* The device name for each COS SD. If no name was specified during configuration, the IP address
displays.

» The IP address plus the Device Status date and time. The Device Status date and time reflects the last
date and time that the device pinged DRC.

* The device URL for each COS SD (Domain Name).

» The locations(s) where the configuration and associated devices are registered. For COS, a location is
defined as a site within a client testing program. For example, a specific school within a state testing
program. A configuration can have multiple locations and testing programs, such as the state testing
program and .

* The ORG Unit ID.

» Ifthe device configuration is new, or changed, and has not been applied to the device, a red triangle
displays to the right of the Device status date (the same as the Unable to find triangle in the dashboard
legend). After the configuration is applied to the device, the red triangle turns into the Fully Functional
(green thumbs-up) symbol.

The total value in the Configurations chart The total value in the Testing Devices chart
reflects the total number of configurations that reflects the total number of testing devices
meet your selection criteria. that meet your selection criteria.

You successfully linked ECD490FE-ACBD/4700-ABFA-5512F9FD15A8 - District 5_School 5 to configuration District 5_School 5.

£ Fully Functional view
In Progress view

£ Fully Functional
L} Out of date

) Out of date view A Unable to find
& Unable to findview
Configurations Testing Devices
nt Bl o
= District 5 School 5 Devices: (1) Location: (1)
District 5_School 5 - 10.1.68.130 - 1/24/17 2:57 PM O e Hida T B i
https.//ecd490fe-staging.drc-centraloffice.com:55222/
4 “ 1 14| W »l 5 ¥ | items per page 1-1o0f1items

Click the Plus (+) sign (toggles to a minus [-] sign) to
display location information about the COS SD.
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When there are more configurations than can be shown on a single page, the COS - Device Toolkit allows
the user to page through the configurations. There are multiple ways to navigate the dashboard configuration
pages as shown below.

The Central Office Services Dashboard (cont.)

Enter a number in the selected page box Specify the number of configurations to display on a
to jump directly to a certain page. page by using the items per page drop-down menu.

|

You successfully linked ECD490F E-ACBD-4700-ABFA-5512F9FD15AB - District 5_School 5 tg configuration District 5_School 5.

€ Fully Functional view

In Progress view

Cut of date view

Total: 43 A Unable tofind e/

€3 Fully Functional
Cut of date

A Unable to find
Total: 30
e

Configurations

Devices: (1) n:(1)

. Service Device ID
hitps //ecd490fe-staging dr Service Device IP Addriss
Testing Device ID
Testing Device IP Address
dl 5 ¥ items per page ' T : 1/£10f1items

Navigate through the list one page at a

time by clicking the Page forward ( » )
and Page back ( * ) buttons.

Click the Page to first ( |« ) or Page tolast ( »| )
buttons to go to the first or last page.

To refine your search criteria, choose a search type—Configuration Name, Service Device ID, Service
Device IP Address, Testing Device ID, or Testing Device IP Address, enter your search values, and
click the Search icon (n). You can click Clear at any time to clear your search results and return to
the original display.

Notes:

* The search value(s) you enter for a Configuration Name search do not have to be the first values
in the string for which you are searching. The search locates any string in the search type that
contains the search value(s) you specified.

* The minimum number of characters you must enter varies by search type and a reminder is
displayed, if necessary, when you search.
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The Central Office Services Dashboard (cont.)

Each row on a page displays a configuration name with one or more icons indicating the
configured services, the number of devices using the configuration, and the number of
locations that were configured.

« ACMicon (1) indicates a device configured for Content Management.

* ACHicon (") indicates a device configured for Content Hosting.

Testing Devices: (3

Click the plus (+) sign to the left of a
configuration name to see all of the

devices that use the configuration Click on the name of the
and the location(s) where the devices configuration to display details
are registered. of the configuration.

Sample Site

new @)
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B Introduction

Testing Device
Tasks

This section describes the Configuration tab options you can use

to manage your COS configurations and devices: Configuration
Information, Locations, Content Management, Service Devices,
Deployment, Testing Devices, and Delete.

The following is an alphabetical list of some of the major tasks you can

perform using these options, cross-referenced to the topic where the task is
described.

Task: Configure Testing Devices
Reference: “Configuring Testing Devices” on page 48

Task: Specify Testing Device Locations
Reference: “Working with Locations” on page 55

Task: View the Current Status of Testing Devices
Reference: “Working with Testing Devices” on page 65

Task: Move or Remove Testing Devices
Reference: “Moving and Removing Testing Devices” on page 66

Task: Add Testing Devices
Reference: “Adding Testing Devices by Device ID” on page 68

Task: View Log Files
Reference: “Viewing Testing Device Log Files” on page 69

Task: Deploy Files for Mass Configuration of Testing Devices (Silent
Installation)

Reference: “Creating a Deployment File for Testing Devices” on
page 72
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COS SD Tasks Task: View the Current Status of COS SDs
Reference: “Working with Service Devices” on page 59

Task: Add, Remove, or Validate COS SDs
Reference: “Adding, Removing, and Validating Service Devices” on page
60

Task: Rename or Delete COS SDs
Reference: “Renaming or Removing Service Devices” on page 63

Task: Set Up a Pool of COS SDs
Reference: “Creating COS SD Pools” on page 76

Task: Deploy Files for Mass Configuration of COS SDs (Silent
Installation)

Reference: “Using a Deployment File to Add COS Service Devices to a
Configuration” on page 85

COS Configuration Task: Edit and Maintain Configurations
Tasks Reference: “Managing Configurations” on page 54

Task: Delete Configurations
Reference: “Deleting Configurations” on page 73

Task: Set Up a Simple COS configuration without COS SDs
Reference: “Creating New Configurations” on page 74

Other Tasks Task: Manage Test Content
Reference: “Working with Content Management” on page 57

Task: Manage Content Hosting*
Reference: “Working with Content Hosting” on page 58

*The Add Content Source functionality of Content Hosting is not available
for the initial release of COS
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Configuring Testing Devices

This topic describes how to use the COS - Device Toolkit to configure your testing devices.

Add and remove charts: || Configurations * || Testing Devices

3 Fully Functional view 3 Fully Functional
€} Out of date

I Progress view
A Unable tofind

3 Out of dateview
A Unable to findview

Configurations Testing Devices

Configuration Name ¥ || Kari_Config E xC

Bl Kari an\ii-‘s Service Devices: (1) Testing Devices: (1) Location: (1)

1. Click on the configuration name in the Configurations tab of the COS
dashboard. The Configuration Information page displays for the configuration.
From this page, you can specify various configuration settings.

Configurations | Add New Configuration

(oL LU e LD LU E LY Locations  Content Management  Content Hosting  Service Devices  Deployment  Testing Devices  Delete

Kari Config 4/13

Use the Crg Unit ID when first starting your testing device ta register it to this configuration.

Configuration Information
Once you have finished configuring this device, the configuration settings you have chosen will be saved. If other Central Office Service devices will need the same settings, you will be able to reuse this configuration for them as well. Please enter a name for thi
to use a name that will help you and others to select itin the future. Include your district andior school inthe name.
Configuration Name (required) :

Kari Config 4/13

Testing Devices Configuration
Please update all of the information that applies to the testing devices associated with s

“~gnable Auto Updates 2. You can edit the configuration name in
Qs the Configuration Name field.

3. To enable automatic INSIGHT software updates, select Enable Auto Update.

* If you select Enable Auto Update, DRC updates the INSIGHT software
automatically.

* If you do not select Enable Auto Update, DRC notifies you whenever an update to
the INSIGHT software is available and you must update the software manually.
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Configuring Testing Devices (cont.)

4. The next step in the process, specifying a proxy host or a restricted proxy host for DRC INSIGHT to use, is
optional. If you do not need to perform this step, skip to step 5.

1) Important: Many sites do not use a proxy host or a restricted proxy host.

A proxy host is a device—such as a server or COS SD. When DRC INSIGHT needs to send or receive data
to/from DRC, it does so through the proxy host.

A restricted proxy host is used to channel data, such as test responses, from a testing device to a COS SD
over the LAN only, which prevents the testing devices from accessing the Internet.

Note: To specify a restricted proxy host, a COS SD must be associated with the configuration.

If you are unsure whether your site uses a proxy host or a restricted proxy host, contact your site or network
administrator.

If you need to specify a proxy host or restricted proxy host for DRC INSIGHT, what you do depends on
whether a COS SD is associated with the configuration.

* Ifno COS SD is associated with the configuration, you may specify a proxy host only. The COS - Device
Toolkit interface displays the option shown in step 4A. Perform step 4A by specifying a path to the proxy
host and then complete step 5.

* If one or more COS SDs are associated with the configuration, you may specify a proxy host or a
restricted proxy host. The COS - Device Toolkit interface displays the options shown in steps 4B—4D.
Skip to step 4B, perform the particular steps that apply to your testing setup, and then perform step 5.

Testing Devices Configuration

Please update all of the information that applies to the testing devices associated with this configuration.
“ Enable Auto Updates
Allows testing devices to update automatically
Proxy Host &2 )
Please enter a valid url tONQUF NHtp/MHtps proxy Which testing devices will US to communicats with the Intemet. Only nesded When USing & proxy server

Proxy Path:

4A. If no COS SD is associated with the configuration:

To specify a proxy host, toggle the Proxy Host option to Yes and enter the
server name (or IP address) and port number (separated by a colon), followed
by a forward slash (/), in the Proxy Path field.

Note that the path to this proxy host should match the proxy host path you
specified when you installed COS on the device (if necessary, refer to the
appropriate COS installation section).

When you are finished, skip to step 5.
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Configuring Testing Devices (cont.)

4B. If one or more COS SDs are associated with the configuration:

To specify a proxy host or a restricted proxy host, move the Proxy Host or
Restricted Proxy toggle to Yes.

Please update all of the information that applies to the testing devices associated with this configuration:

# Enable Auto Updates

Allows testing devices to update automatically.

Proxy Host or Restricted Proxy L
Use a htip or https local proxy or the Central Office Services Restricied Proxy

O Proxy Host
O Restricted Proxy

Choose Proxy Host if you are using a hitp or hitps proxy on your local network. Choose Restricted Proxy to use the proxy provided in Central Office Services.

4C. To specify an HTTP proxy host, select the Proxy Host radio button and enter the
server name (or IP address) and port number (separated by a colon), followed by a
forward slash (/), in the Proxy Path field.

Note that the path to this proxy host should match the proxy host path you specified
when you installed COS on the device (if necessary, refer to the appropriate COS
installation section).

Proxy Host or Restricted Proxy L
Use a htip or https local proxy or the Central Office Serviceg’Restricied Proxy

@ Proxy Host
O Restricted Proxy
Choose Proxy Host if you are using a hitp/Ar hitps proxy on your local network. Choose Restricted Proxy to use the proxy provided in Central Office Services.

Proxy Path:

Please enter a valid url to your hitp/https proxy which testing devices will use to communicate with the Internet. COnly needed when using a proxy Server.
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Configuring Testing Devices (cont.)

4D. To specify an HTTP restricted proxy host, select the Restricted Proxy radio button. Using the
Restricted Proxy option causes the specified COS SD to become a proxy host for INSIGHT.

» Ifonly one COS SD is associated with the configuration, the Restricted Proxy Path field
(display-only) is automatically populated with the COS SD’s information.

* If more than one COS SD is associated with the configuration, you must select a COS SD from the
Restricted Proxy Device drop-down menu that displays.

! Important: Sites that use restricted proxy hosts typically have special security requirements for
testing. Before configuring a restricted proxy host, contact your site administrator to verify that your
testing site is set up to use this technology.

Proxy Host or Restricted Proxy €200 )
Use 2 htip or https local proxy Central Office Services Restricted Pro
O Proxy

Restricted Proxy

Choose Proxy Host if you are using a http or hitps proxy #h your local network. Choose Restricted Proxy to use the proxy provided in Central Office Services

Restricted Proxy Device:
Pete Device Restricted Proxy EAS4EB05AED3-42B0-96B7-57FB30E2ADC1

Please select a Restricted Proxy devicgAor all testing devices to use as a proxy.

Restricted Proxy Path:
hitp://10.1.98 244:55225/

Use this url for configuration of testing devices to use the selected Restricted Proxy Service device.

Update Configuration

Update Configuration

5. Click Update Configuration to save your
changes or Cancel to cancel them. A
message displays indicating whether the
configuration was updated successfully.

1) Important: The final part of the process of configuring testing devices occurs when you register the
testing device with DRC INSIGHT after INSIGHT is installed on the device.

For standard testing environments, the details of registering testing device with INSIGHT are covered
in Volume Ill: DRC INSIGHT.

For restricted proxy environments, the process of registering testing devices with INSIGHT varies
depending upon the type of Internet environment the testing site is using. If your testing site is using a
restricted proxy environment, see “Registering Testing Devices in a Restricted Proxy Environment” on
page 52 for more details about how to register your testing devices with DRC INSIGHT to test using
a restricted proxy host.
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B Registering
Testing
Devices in a
Restricted Proxy
Environment

Environment A:
Temporary
Internet Access
to Configure
Testing Devices

D) Important: The following topic only applies to sites that have specified
a restricted proxy host, as shown in steps 4B—4D in the Configuring Testing
Devices topic.

There are two main types of restricted proxy environments in which a
testing site registers testing devices with DRC INSIGHT—environments
that provide temporary Internet access to configure testing devices and
environments that do not provide Internet access to testing devices. The
process for registering DRC INSIGHT with testing devices is different for
these two environments.

Note: If INSIGHT is not registered with the restricted proxy host,
INSIGHT will not use the restricted proxy host setting.

For this testing environment each testing device has temporary Internet
access while INSIGHT is being installed and the restricted proxy feature is
being configured. After the installation and configuration of DRC INSIGHT
and the restricted proxy feature is complete, the temporary Internet access is
removed.

D Important: In this environment, after the site administrator has updated
the COS configuration by specifying the restricted proxy feature (steps
4B-5 on the previous pages), they can manually start INSIGHT on each
testing device in the configuration and then exit INSIGHT to register
INSIGHT with the restricted proxy host.

After INSIGHT is registered with the restricted proxy host, INSIGHT will
use the restricted proxy host whenever it is started.
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Environment B:
No Internet
Access for Testing
Devices

For this testing environment, the testing device never has Internet access—
before, during, or after INSIGHT and the restricted proxy feature is being
configured.

D Important: In this environment, after the site administrator has
updated the COS configuration by specifying the restricted proxy feature
(steps 45 on the previous pages), they must create deployment files and
distribute the updated configuration.

The deployment files have the scripts for installing INSIGHT with the
restricted proxy setting. After these files have been deployed to the testing
devices, when INSIGHT is initially launched, the device will register with
its ORG Unit without needing Internet access and INSIGHT will use the
restricted proxy host whenever it starts.

For details about this process, see the topics “COS Testing Device
Deployment Files” on page 70, “Silent Installation of Testing Devices”
on page 71, and “Creating a Deployment File for Testing Devices” on
page 72).
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Managing Configurations

You can click on a configuration name in the Configurations tab to display the options available to manage
the configuration. When the Configurations tab re-displays, you can select from the following options:
* Configuration Information * Service Devices

* Locations *  Deployment

* Content Management * Testing Devices

* Content Hosting * Delete

These options and the functions that you can perform using each one are described in this section.

Configurations | Add New Configuration

5258 Edirect Sample District_ Change

Add and remove charts: | Corfzurstions | Tasting Device:

Total: 0

Testing Devices

Service Devices: (1) Testing Devices: (0)

Location: (1)

5 ¥ |items parpags

Click on the Configurations tab
to refresh the dashboard and
reset it to its default values.

To display the configuration management options, click
on the configuration name in the Configurations tab.

\

Configurations | Add New Configuration

Configuration Information

District 1 - Sample School COS Configuratign

Locations Content Management Content Hosting  Service Devices Deployment Testing Devices  Delete

Use the O starting your testing device to register it to this configuration

tem Readiness Check. On the main DRC Insight page click the blue checkmark and enter thi code when prompted.

Configuration Information

Gnce you have finished configuring this device, the configuration settings you have chosen will be sav

y o fice
40 seliect it in th fsture. Include your district andjor school n the name.

ed. Ifather Centra

Service devices will need the ssme settings, you will be able to reuse this configuration for them as well. Please ente

Configuration Name [required) :

District 1 - Sample School COS Configuration

Testing Devices Configuration

Please update all of theinformation that applies to the testing devices associated with this configuration.

¥ Enable Auto Updates

A reteg oo s ssemsiesy When the configurations tab re-displays, you can choose from a group
oo st o of tabbed options to manage the COS configuration you selected.
e o) These tabbed options are described in detail in this section.

2 name for this configurstion. Try to use a name that will help you and others

Update Configuration
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Working with Locations

Use the Locations tab to view, add, or remove locations where testing devices are registered and to locate
the ORG Unit ID for the configuration. For COS, the term location is defined as a site within a testing
program. For example, a specific school within the state testing program.

1. From the Configurations tab, click Locations to display the
Locations page. This page shows the location(s) where the
testing devices are registered.

You can copy the ORG Unit ID from the Locations page. You
use this ORG UNIT ID when you register a testing device with
this configuration to test with INSIGHT.

ontent Hosting  Service Devices Deployment Testing Devices Delete

Configuration Information Content Managemen

District 1 - Sample ol COS Configuration

Use the Org Unit |D when first starting your testing device to register it to this configuration.
Required toview the System Readinesz Check. On the main DRC Inzight page click the blus checkmark and enter this code when prompted.

Locations

Chosss = Testing Program and, if prompted, = Stats, then type at lsast three letters of the name of a District or a School to selact the Sits. Once you have chosen a Site, dlick Add Locstion. At least ons location i required. To changs an existing single locd

Testing Program Site

Set up for:

Smarter Balanced Intefign = SB = > Edirect Sample District

2. To add a location, select it using the Testing Program
drop-down menu and the Site menu (enter three or
more letters of the site name) and click Add Location.
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Working with Locations (cont.)

D Important: Content caching is available only if you are not using COS SDs and Content Management.

3. The Locations page re-displays with
the location added. To remove a
location, click Remove.

Locations

Choose & Testing Program and, if prompted, & State, then type &t least three letters of the name of a District or & School to select the Site. Once you have chosen a Site, click Add Location. At least one location igquired. To change an existing single location, first add the new
location, then remove the original

Testing Program Site

Add Location

Set up for
Nebraska > NE > Dre Use Only - Sample District > Dre Use Only - Eis Sample School S—
TSM Content Caching
Are using 3 TSM for content caching for this location? Central Office Content Hosting will not be used if ensbled
TSM Response Caching (ol )
Are using 3 TSM for responss caching for this location? Works with Content Hosting or a TSM only location
Please provids the url for the TSM that will be used for response caching for this locafion by tesfing devices
https:i/ decfB7c4-legacy-prod.drc-centraloffice.com:8443/

The https url can have an optional port but requires a trailing slash, e.g. https://2f8dda3b-tsm-sqa.drc-centraloffice.com: 8443/

Update Configuration

4. When you are finished making updates, click
Update Configuration. A message displays
confirming that the configuration was updated.
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Use the Content Management tab to enable/disable Content Management and change the selected
administrations and accommodations.

Working with Content Management

Content Management is the COS service used to manage the delivery of test content to each site that needs
content caching. At least one COS SD must have Content Management enabled to manage the download of
test content from DRC cloud-based storage.

Sites can download only the test content they need to reduce download times. For example, a site could
download test content for only one administration.

1. From the Configurations tab, click Content Management to display
the Content Management page. This page indicates whether Content
Management was selected for the configuration.

Configuration Information [Regiey I ] Content Hosting Senvice Devices Deployment  Testing Devices  Delete
Hein: @)

Content Management
cor

Adm TTSHVA vsL

ENED10 Nebraska English Language Arts, Mathematics, and Science Alemate Assessiments

3. To save your changes, click Update

2. If Content Management was selected, the selected Configuration
administrations and accommodations are also i
displayed. You can enable or disable Content Note: The changes you make
Management using the Content Management Yes/No may cause more content to be
toggle. You also can use the checkboxes to change downloaded to the COS SDs in the
the selected administrations and accommodations. configuration, if necessary.
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Working with Content Hosting

Use the Content Hosting tab to enable/disable Content Hosting and to enable load balancing. Content
Hosting is the COS service used to provide content to student testing devices. Content Hosting authenticates
content requests, decrypts content, and aggregates items into forms. To use content Hosting, a COS SD must
be configured.

D) Important: Multiple content sources are currently not supported for COS. COS uses the first content
source only.

1. From the Configurations tab, click Content Hosting
to display the Content Hosting page. This page
indicates whether Content Hosting is enabled and
the configurations selected.

Configuration Information Locations  Content Management ReUERBLEIUNY Service Devices  Deployment  Testing Devices  Delete

Kari Config 4/13 nep: @0

Use the Org Uit ID when firststaring your testing dsvice to register it o this configuraton

Content Hosting
% Hosting

Do you have  load balan

Content Sources cick snd drdy content sources to change the ordr

KariConfig 413 ()

DRC - Default Content

Add Content Source:

3. You can enable or disable Content
Hosting on this page. To save your
changes, click Update Configuration.

2. To use the Do you have a load balancer option,
see “Enabling Load Balancing” on page 80.
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Working with Service Devices

Select Service Devices from the Configurations tab to view the current status of the COS SD(s) associated with
the configuration (a configuration can support multiple Services Devices). You also can add COS SDs to, or
remove them from, a configuration.

Configuration Information  Locations Content Management ~Content Hosting Deployment Testing Devices Delete

District 1 - Sample School COS Configuration

Unit 1D when first starting your testing device to registerit to this configurstion.

Required to view the System Readiness Check. On the main DRC Insight page click the blue checkmark and enter this code when prompted

Service Devices (1] Validate All Service Device Id Add Actions ~

Name D Status CM/CH Internal 1P os Version Content Updated Domain Name
Occur: 2 min}

Bldg3 | 41800234, ﬂ 10.158.160 Windows_NT&.1.7601 | 2.2.17 https://41b00e34-prod.dre-centraloffice.com:55222 ®

I« 4 |1 oL »l 5 ¥ |items perpage 1 1eoflitems

The table below describes the fields displayed on the Service Devices page.

Field Description
Name The name given to the COS SD when it was configured.
ID The unique alphanumeric Device ID that COS created for the COS SD
Status The current status of the COS SD. The possible statuses are:
Icon COS SD Status Description
& Fully Functional The COS SD is in use or ready for use
A Unable to Find COS cannot “see” the COS SD
In Progress The COS SD is currently uploading or downloading
test content
0 Out of Date The test content on the COS SD is out of date

CM/CH The CM (F&T) and CH (EE2B) icons indicate whether the COS SD is configured for Content
Management and Content Hosting. The color of the icon indicates the status of the COS SD.

Color Status

Green Fully Functional
Red Unable to Find
Yellow In Progress

Orange Out of Date

» If neither service is configured, neither icon displays
» Ifone service is configured, the appropriate icon displays
» Ifboth services are configured, both icons display

1P The internal IP address of the COS SD.

Last Seen | The date and time that the COS SD last pinged DRC to check for updates or changes.
Domain A unique, identifying URL generated on the COS device.

Name
X The remove COS SD option. Click the x to remove the COS SD from the configuration. A dialog
box displays to confirm the removal.
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Adding, Removing, and Validating Service Devices

You can use the COS - Device Toolkit to edit configurations by adding or removing COS SDs, and to
manually validate the testing content of COS SDs. You can add or remove COS SDs to maximize the
efficiency of your testing environment as testing needs change.

1. To add an COS SD to a configuration, select Service Devices for the correct

configuration, enter the COS SD Id in the Add field, and click Add to add the COS SD to
the configuration.

! Important: A COS SD can only be associated with one configuration. If the COS SD
you want to move is associated with a different configuration, you must remove it from its
current configuration before adding it to the new configuration. Remember to keep track
of its Device ID.

Add New Gonfguration
District 1 - Sample School COS Configuration

,,,,,,,,

o etemst® 05 Vemion

2. To remove multiple COS SDs, select Service Devices for the correct configuration.
Select the devices by clicking the checkmark next to each device (the device is
highlighted), click the Actions menu, and click Remove Devices.

3. Alternatively, to remove a single COS SD, you can click the x to the right of the device to
remove it.

Confirm Removal

Are you sure you want to unassociate these devices:

1MVEGS1E-EBFC-4037-9EC8-386254A3073E

4. If you attempt to remove an COS SD, the Confirm Removal dialog box displays.
Click Remove to remove the COS SD from the configuration or Cancel to
cancel the removal.
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You can manually validate one or more COS SDs to verify that they have the current testing content and that
their content is viable.

Adding, Removing, and Validating Service Devices (cont.)

Note: The validation process runs automatically each night on all COS SDs that are not turned off.

1. You can manually validate the content of one or more COS SDs.

a. To validate the content of a single COS SD, locate the COS SD you want to validate
either by using the Search feature or by selecting Service Devices for the correct
configuration and navigating through the Service Devices page. Enter a checkmark
next to the device and select Validate Devices from the Actions menu.

b. To validate the content of multiple COS SDs, select Service Devices for the correct
configuration, select the COS SDs by clicking the checkmark next to each device
(each device selected is highlighted), and select Validate Devices from the Actions
menu.

c. To validate the content of all the COS SDs in the configuration, click Validate All
without selecting specific COS SDs.

Notes:

+ The status icon changes to yellow next to each COS SD affected and a user message
displays indicating that COS SD validation has been requested. The icon remains
yellow until the validation process is complete.

+ The COS SD Details page lists a date/timestamp indicating the last time the device’s
content was validated.

+ If files are missing from the COS content_fs directory, the Validate All process
downloads the missing files.

» The Validate All process detects corrupted files and overwrites these files with
uncorrupted files.

Configurationy Add New Cenfiguration

Configuratien Information  Locations ~ Content Managément Cur‘tentHcslmg Deployment  Testing Devices D

Use the Org Unit ID when first starting your testing devigda register it to this configuration.

Required to view the System Readiness Check. Qfthe main DRC Insight page click the blue checkmark and enter this code when prompted.

Service Devices (1)

Name D Status cMcH Internal IP os Version Content Updated Domain Name

9e3 | 41800E34... [ o ] 10.1.38.160 Windows_NTE.1.7601 | 22.17 4/26/19 11:23 AM https://41b00e34-prod.dre-centraloffice.com:55222 x
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Adding, Removing, and Validating Service Devices (cont.)

Configurations | Add New Configuration

Configuration Information  Locations Content Management Content Hosting Deployment Testing Devices Delete

District 1 - Sample School COS Configuration

Use the Org Unit ID when first starting your testing device to register it to this configuration.

Service Devices (1)

Hame

(PRI

ystem Readiness Check. On the main DRC Insight page click the blue checkmark and enter this cade when prompted

D Status CM/CH Internal IP 05 Version Content Updated Domain Name
(Occurs every 2 min)
chool, BIdE 3 | 41800254, ﬂ 10.1.58.160 Windows_NT6.1.7601  2.2.17 4/26/18 11:29 AM https://41b00e34-prod.drc-centraloffice com:55222 x

» b\ s ¥ |itemsperpage 1:1oflitems

2. To display the validation history of the COS SDs in the configuration, click on the name
of an COS SD in the Name field to display the Device Information page. This page lists
information about the COS SD, including a date/timestamp indicating the last time the
COS SD’s content was validated.

\

Configurations | Add Mew Configuration

Edit Device : 51373578-C89D-4FD6-9595-22C02DATSBFA

\

Device Information
Device ID: 51373578-C89D-4ED6-9596-22 CO3DATEBFA - Last seen 4/25/15 1137 AM ()

Device Name (optional):

TD-EPM-SE-All Admins

Content Management Status

Program SB:
Content Last Validated: 4/28/19 11:00 PM

3. From the Device Information page that displays, you can view validation information
about all of the COS SDs, as well as name, rename, or remove the COS SD selected
(see “Renaming or Removing Service Devices” on page 63).
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Renaming or Removing Service Devices

From the Configurations tab, you can quickly rename an COS SD or remove it from a configuration.

& Fully Functional view
In Progress view
£} Out of dateview

Total: 43 A Unable tofind view

Configurations

choose a search type.
@ er testing for krishna Service Devices: (0)
Service Devices: (0)

¢4 crtesting for krishan2

B A deviceless config magesh Service Devices: (3)

Device Status: 1/13/117 1:25 PM A
Device Stalli: 31417 1205 PM A

Device Status:\3/16/17 9:41 AM A

/ & Fully Functional
©) Outof dale
4 g A Unabletofind
|
[
\ Total: 30
I\
A
Testing Devices
Add New Configuration

Testing Devicas: (0) Location: (1)

Location: (1)

Testing Devices: (0)

Testing Devicas: (0) Location: (1)

information.

From the Configurations tab, click the underlined COS SD name to the left of the red or green
CM or CH icons to display the Edit Device page. You can use this page to change the name of
the COS SD or to remove the device from the COS database.

Note: You must have clicked the plus sign [+] on the left of the tab to expand the testing device

Edit Device : 7c32050F-85cc-49A9-8110-D4A5D939ECE0

Remove

Device Information

Device Name (optional):

cr testiqg for krishna

Service Ports

Content Hosting: ss222 Content Management: ss224

Content Path: C:\Program\Files\CentralOffice\content_fs

Device ID: 7C32050F-85CC-49A9-8110-D4A5DI3IECS0 - Last seen: 3/14/17 12:05 P

To remove the COS SD, click Remove. When
you click Remove, the Confirm Remove dialog
box displays to verify your decision. Click
Continue to remove the COS SD or Cancel to
cancel the removal.

To rename the COS SD, enter its new name in
the Device Name field and click Save.

Confirm Remove

Are you sure you want to remave this device?
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B COSSD You can use COS to create a deployment file, a container file (.zip file)
Deployment that holds files containing configuration information for Windows,

Mac, and Linux COS SDs. You can use the deployment file to create
COS SDs using an existing configuration that does not use a TSM for
content caching. You use this file to configure your COS SDs silently
(non-interactively or in batch mode).

Files

Note: Please ignore the Linux information if your state does not test
using Linux.

The following is a list of the files contained in a COS SD deployment
file and a brief description of their content.

Readme.txt
Contains commands for silently installing COS SDs on Windows,
Mac, and Linux machines

Silent.cmd
Contains configuration information for Windows machines

Silent-mac.sh
Contains configuration information for Mac machines

Silent-linux.sh
Contains configuration information for Linux machines

Silent.qs
Contains configuration information for Windows, Mac, and Linux
machines

D Important: Typically, you would use a deployment file to create
a pool of COS SDs and use them in a configuration that has Content
Management and Content Hosting enabled. This pool of COS SDs can
be a load-balanced pool. For details, see “Creating COS SD Pools” on
page 76.
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Working with Testing Devices

Select a configuration from the Configurations tab and select the Testing Devices tab to view the list of
testing devices that are currently part of the configuration. You can move testing devices, remove testing
devices, and reload (refresh) the display. In addition, you can edit the configuration by adding or deleting
testing devices, and you can view the log files for a testing device.

Configuration Information Locations Content Management Content Hosting Service Devices Deployment REEGEIENEEE Delete

Kari Config 4/13 o GO
ljs-e l’he’Ozrg Umtlb P;em first starting your testing device to register it to this configuration
Testing Devices (1) m
ID Type Internal 1P External IP Last Seen
B27AF3E9-F6F3-485E-8E9E-BF3BEFA42E99 :‘V 10.10.51.199 207.250.34.193 /1717 3:46 PM View Logs x
I
Field Description ’
ID The unique alphanumeric Device ID that COS created for the testing device
Type An icon representing the testing device type. The icons and their respective testing device
type or operating system are shown below.
Icon  Testing Device Type
€ Chromebook device
O P
/3 Linux
E;' Mac (OS X and macOS)
£y Windows
1P The internal IP address of the testing device
Last Seen | The date and time (CT) the testing device was last used for INSIGHT testing
X The remove testing device option. Click the x to remove the testing device from the
configuration. A dialog box displays to confirm the removal.
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Moving and Removing Testing Devices

You can use the Actions menu on the Testing Devices page of the COS - Device Toolkit to move testing
devices between configurations, remove testing devices from configurations, and reload (refresh) the page.
You can move and remove testing devices to efficiently organize your testing devices and to meet changing
testing needs. When you remove a device from a configuration, the device exists, but is no longer associated
with the configuration (you can copy and save the Device ID to add the device to another configuration).

Kari Config 4/13 etp: @)

Use the Org Unit ID when first starting your testing device to register it to this configuration

Testing Devices (1) m

1D Type Internal IP External IP Last Seen
B2TAF3E9-F6F 3-485E-8E9E-BF 38BEFA42E99 I § 10.10.51.199 207.250.34.193 411717 3:46 PM View Logs x
13

E] a 1 1, » > 5 ¥ items per page 1-1of 1items
Actions ~

Move Devices
Remove Devices

Reload This Page

1. Select Testing Devices for the correct configuration. To move, remove, or reload testing devices,
select the device(s) by clicking the checkmark next to each device, click the Actions menu, and
select the correct option.

Option Description
Move Devices Moves the selected testing device(s) to a different configuration. You

are prompted to supply the Org Unit ID for the target configuration.

Remove Devices Removes the selected testing device(s) from the current
configuration. A dialog displays to confirm the removal. You also can
remove a device by clicking the x in the right-most device field.

Note: Remember to copy or save the device’s Device ID if you plan
to add the device to another configuration.

Reload This Page Refreshes the display using the latest information about the current
testing devices.

Page 66



Managing Central

Office Services

Moving and Removing Testing Devices (cont.)

Move Devices

Please provide the Org Unit ID

2. If you attempt to move a device, the Move Devices dialog box
displays. Enter the testing device’s target ORG Unit ID and click
Move to move the testing device, or Cancel to cancel the move.

Confirm Removal

Are you sure you want to remove these devices: B2TAF3ES-

F6F3-485E-8E9E-BF38EFA42E997
=

3. If you attempt to remove a device, the Confirm Removal dialog box displays. Click Remove
to remove the testing device from the configuration or Cancel to cancel the removal.

Configuration Information Locations Content Management Content Hosting Service Devices Deployment QESGEUIEEE Delete

Kari Config 4/13 netp: @0

Org Unit ID: 1639250946
Use the Org Unit ID when first starting your testing device to register it to this configuration.

Testing Devices (1)
1D Type Internal IP External IP Last Seen
‘ B27AF3E9-FBF3-485E-BE9E-BF38EFA42E99 "} 10.10.51.199 207.250.34.193 41717 3:46 PM View Logs x :
4 »
|« 4 |1 I » > & v |items per page 1-10f 1items

| Move Devices
Remove Devices
Reload This Page

4. After you move or remove a device, you can click Reload This
Page from the Actions menu to refresh the display with the latest
information and to verify any changes that you made.
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Adding Testing Devices by Device ID

You can use the COS - Device Toolkit to add testing devices to a configuration to organize your testing
devices for testing.

To add a testing device, you must know the device’s Device ID. If you do not know the Device ID, you
can locate it by starting the System Readiness Check on the device or from the list of testing devices in a
configuration where the testing device is currently located.

Note: There are other ways to add testing devices to an existing configuration. For example, you can enter
the ORG Unit ID manually when you start INSIGHT on an unregistered device (see Volume I1l1: DRC
INSIGHT) and you can deploy testing devices to configurations silently (see “Creating a Deployment File
for Testing Devices” on page 72).

Configuration Information Locations Content Management Content Hosting Service Devices Deployment QERTLEASUTLEN Delete

Kari Config 4/13 ap: @)

Use the Org Unit ID when first starting your testing device to register it to this configuration

Testing Devices (1)

ID Type Internal IP External IP Las?\Seen

B27AF3E9-F6F 3-485E-BEIE-BF 38BEFA42ESY v 10.10.51.199 207.250.34 193 411711X 3:46 PM View Logs x

|4 a 1 1 » [ 5 ¥ | items per page 1-1/of 1items
Actions ~

Move Devices
Remove Devices
Reload This Page

1. Select Testing Devices for the correct
configuration, enter the Device ID of the
testing device in the Add field, and click
Add to add the testing device.

2. The Current Devices grid reappears with the testing device added
to the configuration. (You may need to select Reload This Page
from the Actions menu to refresh the display.)

Note: The Device ID is not the testing device’s serial number.
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Viewing Testing Device Log Files

You can use the COS log files to review system information about the testing devices assigned to a
configuration. The log entries are stored for 30 days.

Configuration Information Locations Content Management Content Hosting Service Devices Deployment Delete

Kari Config 4/13 nap: @)

Use the Org Unit ID when first starting your testing device to register it to this configuration

Testing Devices (1)

1D Type Intepal IP External IP Last Seen
B27AF3E9-F6F 3-485E-8E 9E-BF 38BEFA42E99 r" 10.51.199 207.250.34.193 AMT1T 3:46 PM View Logs x
»

|« « 1 11 » > 5 v | items per page 1-10f 1items

Move Devices
Remove Devices
Reload This Page

1. Select a configuration and select
Testing Devices.

2. Click View Logs for the device
whose log files you want to view.

Logs for Kari Config 3/24a: 42312 - 954C840B-3B50-47F0-909A-188AADDOCCE1
Updated Message
32THT Device assigned to group Kari Config 324a (500179E3-1F4F-4FDB-AD70-568720687580)
|4 « 1 i1 » L] 5 v | items per page 1-10f 1items
back

3. System information about the device displays. You can view the
time an incident was logged, the Device ID, and the message.
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B COS Testing
Device
Deployment
Files

You can use the COS - Device Toolkit to create a deployment file (.zip
file) that holds files containing configuration information for each testing
device type (see the table).

(1) Important: In the code shown below, INSIGHT uses a restricted
proxy host located at http://10.200.2.59:55225 and an ORG Unit ID of
1265228949 for the testing devices. This code is an example only—
depending on various factors, such as your Mobile Device Management

(MDM) software—your configuration information could be very different.
LT TR

File: Desktop.txt

This file contains example commands for silently installing INSIGHT on Windows,
Mac, and Linux machines.

Windows
msiexec.exe /i DRC_INSIGHT_SETUP.msi /qn /lv “install.log” HTTPS
PROXY="http://10.200.2.59:55225” OU_IDS="1265228949"

Mac OS X
sudo .drc_silent install -0 1265228949 -x “http://10.200.2.59:55225”

Linux
sudo.sh ./silent_installer.sh -p http://10.2000.2.59:55225 -0 “1265228949”

File: Chromeos.json

This file contains configuration information for Chromebook devices.

{"oulds":{"Value":["1265228949"]} }

File: DRCConfiguration.json

This file contains configuration information for Windows, Mac, and Linux machines.
Silent installation information is available in the desktop.txt file.
{
"config": {
"httpsProxy": "http://10.200.2.59:55225"
},
"oulds": [
"1265228949"
1,

"toolkitUrl": "https://www.drcedirect.com/all/eca-device-toolkit-loader-ui/"

}
File: ios.plist

This file contains a silent installation command for iPad devices.

<?xml version="1.0" encoding="UTF-8"?>
<IDOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0/EN" "http://www.apple.com/DTDs/
PropertyList-1.0.dtd">

<plist version="1.0">

<dict>

<key>oulds</key>

<array>

<string>1265228949</string>

</array>

</dict>

</plist>
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B Silent Installation To install INSIGHT on your testing devices silently (non-interactively),

of Testing download the container (.zip) file, extract the specific configuration files
you need to install INSIGHT based on the type of devices you configured,
and deploy the files to these devices (see “Creating a Deployment File for
Testing Devices” on page 72).

Devices

Note: For details about the process of configuring, installing,
deploying, and registering DRC INSIGHT on testing devices, see
Volume I1I: DRC INSIGHT.
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Creating a Deployment File for Testing Devices

You can use the COS - Device Toolkit to create a deployment file for testing devices using an existing

configuration. You use this file to configure your testing devices when you install INSIGHT silently (non-
interactively or in batch mode).

1. Select a configuration from the Configurations
tab and select the Deployment tab.

Configuration Information Locations Content Management Content Hosting Service Devices [N utI 8 Testing Devices Delete

Kari Config 4/13 htp: @)

Use the Org Unit ID when first starting your testing device to register it to this configuration.

Deployment Configuration Files

Create configuration files for:

DTK Config Name: Kari Config 4/13 - 121308
Clients: MI

Create Deployment Configuration

2. To create a deployment configuration file for testing
devices, click Create Deployment Configuration.

Note: This option is available from every type of COS
configuration.

Configuration Information Locations Content Management Content Hosting Offline Testing Service Devices [EJGYGENE Testing Devices Delete
. . Help: ﬂ/‘
Kari Config 4/13
L-Jsé t-he.O-rg U.ni(. I_D :.';‘hen first starting your testing device to register it to this configuration

Deployment Configuration Files

Create configuration files for

DTK Config Name: Kari Config 4/13 - 121308
Clients: MI

Click Save to create and save the configuration files

s

3. Click Save to create a configuration file or Cancel to cancel the process.

4. When you click Save, the deployment configuration file is downloaded to
your Downloads folder. For a description of the contents of this file, see
“Central Office Testing Device Deployment Files” on page 70.
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Deleting Configurations

You use the Delete tab to delete a configuration. To delete a configuration, all of the service and testing
devices associated with the configuration must be removed from the configuration (see “Renaming or
Removing Service Devices” on page 63 and “Moving and Removing Testing Devices” on page 66).

1. Select a configuration and
select Delete.

Configuration Information Locations Content Management Content Hosting  Service Devices Deployment Testing Devices

Kari Config 4/13 op: X

Use the Org Unit 1D when first starting your testing device to register it to this configuration

Delete the configuration?

Deleting the configuration will remove it permanently. All associated service and testing devices must be removed prior to deletion

2. Click Delete to delete the configuration from the COS database.

Note: You must remove all of the configuration’s COS SDs (see “Renaming or Removing
Service Devices” on page 63) and testing devices (see “Moving and Removing Testing
Devices” on page 66) before you can delete the configuration (see the message below).

Configuration Information Locgtions Content Management Content Hosting  Service Devices Deployment Testing Devices

Hep: ()

Kari Config 4/13
USI‘? ch9 O’rg Unit [D ,';I;en first starting your testing devicd\to register it to this cenfiguration

Please remove all service devices before deleting the configuration

Delete the configuration?

Deleting the configuraticn will remove it permanently. All associated service and testing devices must be removed pricr to deletion

Confirm Deletion

Are you sure you want to delete this configuration? All

associated devices will be disabled.

3. When you click Delete, if there are no service or testing devices
associated with the configuration, the Confirm Deletion dialog
box displays to verify your decision. Click Continue to delete the
configuration or Cancel to cancel the deletion.
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Creating New Configurations

If you want to set up testing devices for testing, but do not want to use COS Content Hosting or Content
Management, you can create a configuration using the Add New Configuration tab. In this case, you are
retrieving content directly from DRC Servers versus a COS SD.

1. To create a new configuration, select the
Add New Configuration tab.

Configurations | Add New Configuration

s

Help: &3

Configure Central Office Service

2. When the [ Previous (1)
configuration '
Information page Configuration Information

displays, enter

Onee you have finished configuring this device, the configuration settings you have chosen will be saved. If other Central Office Service devices will nged
the same settings, you will be able to reuse this configuration for them as well. Please enter a name for this cenfiguration. Try to use a name that will felp

a meaningful Youand others to select it in the future. Include your district and/or school in the name
configuration name Configuraion Name (required) :

in the Configuration

Name field.

Testing Devices Configuration

Please update all of the information that applies to the testing devices associated with this configuration.

Enable Auto Updates
Allows testing devices to update automatically.

Proxy Host

Please enter a valid ur to your http/https proxy which testing devices will use to communicate with the Internet. Only needed when fising a proxy server.

3. Select the appropriate options from the Testing Devices Configuration section
of the Configuration Information page (for details about the other options, see
“Configuring Testing Devices” on page 48). When you are ready, click Next.

Configure Central Office Service

° (-]

Locations

.............

4. When the Locations page displays, select a testing program from the Testing Program
drop-down menu. Then, start typing a district name, school name, or site code in the Site filter.
When you locate the district or school name to which you want to register the configuration and
its associated COS SDs and testing devices, click Add Location.

Note: You can select more than one location.
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Creating New Configurations (cont.)

5. When you have selected all of your
location(s), click Next.

Save Configuration
Configuration: Configuration without servize devices

Continue:

6. The Save Configuration dialog box displays to confirm your choice. Click
Continue to create the configuration or Cancel to cancel the process.

created figurat

Add and remove charts: | Sonfgursions - | Tesing Devicss

& Fuly Functionslew < Fully Functionsl
o w © Outof Date
% % A Unaie toFing
e Total: 0
Configurations Testing Devices
choose a searchtype.. ¥ E x Cear
ad (e Devices: (0) Testing Devices: (0) Location: (1)
1« [\l w1 [= v]|nemsperpage Tt

7. If you click Continue, the Configuration tab
re-displays your new configuration.

Configurations | Add New Configuration

[LLPMEEL PR LERAYY Locations  Content Management  Content Hosting - Service Devices  Deployment  Testing Devices Delete

: g : g : neo: @D
Configuration without service devices

OrgUni 1 ses# 12044

Ureme 1 st stringyour esting dvie 0 register o s conturton

s

" <asines Check Ot moin DRC nsight page ik he bue ehecemark and e s code-when pramped

Configuration Information

Once you have finished configuring this device. the configuration settings you have chasen will be saved. If other Central Office Sevice devices willneed the same settings, you will e able to reuse this configuration for them as well. Please enter a name for this configuration. Try
to use 2 name that will ielp you and others 1o select it in the future. Include your district andior school in the name.

Configuration Nam:

Configuration without service devices

Testing Devices Configuration

Please update all of the information that applies to the testing devices assosiated with this configuration

4 Enable Auto Updates
Allows testing devices to update sutomatically.

Proxy Host

Please enter a valid urlto your hitp/https proxy which testing devises will Use to cammunicate with the Internet. Only needed when Using a proxy server.

8. You can click on the
configuration name to
and review or edit the
configuration information.

Update Gonfiguration
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B Creating COS
SD Pools

This section describes the process of creating a pool of COS SDs within a
COS configuration. The process varies depending on whether the pool of
COS SDs uses the default COS SD-selection process or a selection process
based on load-balancing hardware and software.

The default COS SD selection process uses a “round-robin” approach—
when multiple COS SDs are linked to a single COS configuration, the
COS SDs in the pool are selected for work uniformly. For example, if
5000 testers use a round-robin pool containing 10 COS SDs, each COS SD
will service approximately 500 testers, regardless of the current workload
on the device. This type of pool is not a load-balanced pool.

Alternatively, if you have installed and configured load-balancing
hardware and software, you can link COS SDs to your load-balancing
hardware and software to create a load-balanced pool of COS SDs. COS
SDs in this type of pool are selected for work based on the parameters
specified in your load-balancing hardware and software.
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Creating
Round-Robin Pools
of COS Service
Devices

Prerequisites

Process

This topic provides an overview to the processes of creating round-robin
pools of COS SD, including prerequisite information and references to
additional information sources.

Note: Please ignore the Linux information if your state does not test using
Linux devices.

Before creating a round-robin pool of COS SDs (the default COS setup for
multiple COS SDs in a configuration), keep the following items in mind:

*  You must use a COS configuration that has at least one location that
does not use a TSM for content caching. The location can use a TSM
for response caching, but not for content caching. If the location is
using a TSM for response caching, you can only specify one TSM.

* Ifyou plan to deploy COS SDs to a round-robin pool using a
deployment file, you must use the default installation path for the COS
SDs on the device’s local storage.

To create a round-robin pool of COS SDs, perform the following steps.
1. Create a COS configuration by manually installing and configuring the
first COS SD.

Follow the instructions in the appropriate installation section of this
volume for your Windows, Mac, or Linux COS SD.

2. Add additional COS SDs to your configuration, either manually
(interactively) or by using a deployment file (non-interactively).

* To add COS SDs manually, see “Manually Adding COS Service
Devices to a COS Configuration” on page 83.

* To add COS SDs using a deployment file, see “Using a
Deployment File to Add COS Service Devices to a Configuration”
on page 85.
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Creating
Load-Balanced
Pools of COS SDs

Prerequisites

This topic provides an overview to the processes of creating load-balanced
pools of COS SD, including prerequisite information and references to
additional information sources.

Note: Please ignore the Linux information if your state does not test using
Linux devices.

Before creating a load-balanced pool of COS SDs, keep the following
items in mind:

*  You must have already installed and configured your load balancing
hardware and software.

*  You must know the IP address of your load balancer.

*  You must know how to “point” the load balancer to each COS SD in
the load-balanced pool.

e All of the COS SDs in the pool should be the same type of device—
Windows, Mac, or Linux. Do not mix device types.

* Ifyou know which device in the load-balanced pool you want to use
to manage the content in your shared storage location—it’s easier to
configure that device first.

*  You must have a shared network location for test content, know the
network share path to the location, and all of the COS SDs in the
load-balanced pool must have access to the shared location.

- This path must be available from every Content Hosting device in
the load-balanced pool.

- This path overrides the default COS installation path (or a different
path that you specified during installation).

*  You must use a COS configuration that has at least one location that
does not use a TSM for content caching. The location can use a TSM
for response caching, but not for content caching. If the location is
using a TSM for response caching, you can only specify one TSM.
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Process To create a load-balanced pool of COS SDs, perform the following
steps.

1. Install and configure your load-balancing hardware and software.

2. Create a COS configuration by manually installing and configuring
the first COS SD.

Follow the instructions in the appropriate installation section of
this volume for your Windows, Mac, or Linux COS SD.

3. For a load-balanced pool of COS SDs, you must specify a shared
path for the COS SDs.

To link your COS SD to your load-balancing hardware and
software using the shared path, see “Enabling Load Balancing” on
page 80.

4. Add additional COS SDs to your configuration, either manually
(interactively) or by using a deployment file (non-interactively).

* To add COS SDs manually, see “Manually Adding COS
Service Devices to a COS Configuration” on page 83.

* To add COS SDs using a deployment file, see “Using
a Deployment File to Add COS Service Devices to a
Configuration” on page 85.
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Enabling Load Balancing

This topic describes how to link your load balancing hardware and software to an existing COS
configuration.

1. After you complete the Configuration wizard for the first COS device by following the normal
progression of steps, open your new configuration by clicking on its name in the COS dashboard and
navigate to the Content Hosting page.

References: “The Central Office Services Dashboard” on page 35 and “Working with Content
Hosting” on page 58
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Enabling Load Balancing (cont.)
2. From the Content Hosting page, perform steps A—E.

Do you have a load balancer? ﬁ

A. Set the Do you have a load balancer? toggle to Yes.

Content Management Device:

District 1, Sample Schoo!, Bldg 3, Rm 7 48227E31-AGDI-4EAD-BABRS-F1CAFFI28A4F

Shared Content Path:

B. Using the Content Management Device drop-down menu, select

which pooled COS device will populate content into your shared
Flease provide your =hared ©9 - gstorage location. Because you only added the first COS device ' M2
this configuration. to the pool, there will only be one choice. Later, you can add a
different device and select it.

Content Management Device:

District 1, Sample School, Bldg 3, Rm 7 4B227E31-A6D0-4EAD-BABS-F1CAFF328A4F

storage location.

Shared Content Path:

Please provide your Sh Conient FPatl €. In the Shared Content Path field, enter the shared
Content Hosting service in this confi content path to your shared content location (i.e.,
the network share location).

D. Note: This path must be available from every
Content Hosting device in the load-balanced pool.
The path you specify here overrides the default
COS installation path (or the path you specified in
the Installation wizard).

Load Balancer Hostname :

4h227e31-prod.drc-centraloffice com

The system automatically generates a fully-qualified domain
name (FQDN) for your load balancer, displayed in the

Load Balancer Hostname field for informational purposes
only. You do not need to do anything with this value—COS
automatically “points” the testing devices to this FQDN.
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Enabling Load Balancing (cont.)

Load Balancer Hostname :

4h227e31-prod.drc-centraloffice com

Load Balancer IP Address:

10.1.95.130

Please provide the int
from all of your testing devi

al IP address of your local Load Balancer. This |P address must be

E. In the Load Balancer IP Address field, enter the
internal IP address of your local load balancer.
This IP address must be accessible from all of
your testing devices.

Do you have a load balancer? )

Content Management Device:

District 1, Sample School, Bldg 3. Rm 7 4B227E31-ABD0-4EAD-BABS-F1CAFF328A4F v
Please select a Content Management device. Cnly this device will populate content into your shared storage location.
Shared Content Path:

difk:askdfl kas;dfid; aksdfkasdfaskdf H
Please provide your Shared Content Path (i.e. network share path). This path must be available from every Content Hosting service in this
configuration
Load Balancer Hostname :

4b227e31-prod.dre-centraloffice.com

Load Balancer IP Address:
0.1.98.130

Please provide the intemal IP address of your local Load Balancer. This IP address must be accessible from all of your testing devices.

| F. Click Update Configuration. |
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Manually Adding COS Service Devices to a COS Configuration

This topic describes how to manually add additional COS SDs to a configuration by selecting the Use an
existing configuration? option at the beginning of the process to create a COS configuration.

Note: You must have already created a COS configuration by installing/configuring at least one COS SD.
This topic applies to both types of COS SD pools.

1. During the process of creating a COS configuration, if you would like to add the COS SD that you are
configuring to a logical pool of devices, reply Yes to the Use an existing configuration? prompt. This
shortens the process to two steps.

Configurations | Add New Configuration

Device: 3FCFDCF2-6F1C-4BC8-B3DB-19DFB1C7050A Help: &)

Configure Central Office Service
o Next

Device Name (optional):

If you want, you can give this Central Office device a name that will help you and cthers identify it in the future. This name will be displayed when you view this device in the
Central Office screens. Please include your district and/or school in the name. If you do not wish to enter a name, only the above Device ID will be displayed in the screens

District 1, Sample School, Bldg 3, Rm 7

Content Path: c.\rrogra

les\CentralOfiicelcontent_fs

This is the content path you configured in the instalier.

Internal IP Address: 10.1.28.130

This is the IP address you configured in the installer.

Selecting "Yes will allow you to link

Device ( this device to an existing device

configuration in the system_Selecting
Ifother Central Of "No" wil allow you to.create anew  gured at your site, the configuration settings for thse devices have been saved. If you would ke to reuse one of those
configurations for{  configuration foose "no”. Once you have made your selection, click “Next

Use an existing configuration?:

This option will cause this service devicellb be added to a logical pool of service devices. The pool will include all of the service devices associated with the configuration. When a
student uses a testing device to retrieve fiintent, Central Office will select one of the service devices from the pool. The service device selection is not based on true load balancing.

|
Select Yes to Use an existing

configuration? and click Next.

2. You can name the device to help you identify it in the COS - Device Toolkit Dashboard. The name
displays anytime you view the device in COS. If you do not name the device, only the Device ID,
generated by DRC, displays. Click Next when you are ready.

Device: ECD490FE-ACBD-4700-ABFA-5512F9FD15A8 Help: @20

Configure Central Office Service
o [ ]

Device Name (optional):

If you wart, you can give this Central Ofice device a name that will help you and others identiy it the fture. This name will be displayed when you view this device in the Central Office
screens. Please include your district andlor school i the name. f you 6o not wishto enter  name, only the above Device ID will be displayed in the scresns.

Service Ports.

Content Hosting: 55223 Content Management: ss22¢ Relay: 55222

‘These ports were configured inthe installer.

Internal IP Address: 10.1.2

This is the IP address you configured in the instaler

. Selecting "Yes" will llow you o ink tis
Device | sicetomeisi

confiuration inthe etecting
IF other Central O “Nor will allow you to create a new Jured atyour site, o settings for those devices 3 those
configuratons o configuration bose "o Once you have made your selection,click Next

Use an existing configuration?: ()
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Manually Adding COS Service Devices to a COS Configuration (cont.)

3. Start entering the name of the configuration you want to use in the Link device to existing
configuration field.

When you locate the configuration, select it or enter it in the Link device to existing configuration
field.

) Important: You are restricted to viewing only the configurations for sites that you can access.

Configure Central Office Service

o

Link device to existing configuration
e

|

Enter the name of the
configuration to use.

4. The name of the configuration plus information about the configuration displays. Click Complete.

5. A confirmation dialog box displays. Select Continue to use this configuration (Cancel to cancel the
process).

Manage Central Office Services | Manage Device Toolkit

Device: F35807F F-8BC6-47E4-ACF5-FDFODEIAS2BD - Last Ssen: Jan 11, 2017 10:51:42 AM Help:

Configure Central Office Service

- —=

Confirm Configuration

Link device to ¢

Configuration: District 1_School 1

Device: | FASB0TFF-BBCO-4TE4-ACFE-FDOFEOEBAEZED
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Using a Deployment File to Add COS Service Devices to a Configuration

This topic describes how to use a deployment file to configure multiple Windows, Mac, or Linux COS SDs
non-interactively using an existing COS configuration containing at least one location that does not use a
TSM for content caching. The COS SDs that are installed/configured by this process will be part of a pool of
COS SDs linked to the same configuration.

Note: Please ignore the Linux information if your state does not test using Linux.

D Important: The COS SDs can be part of either type of device pool: round-robin or load-balanced.
However, do not use this method for a round-robin pool of COS SDs if you want to specify a shared content
path—this method only allows you to use the default content path.

1. Select a configuration from the Configurations tab that has at least one location
that does not use a TSM for Content Caching and select the Deployment tab.

Configuration Information Locations Content Management Content Hosting  Service Devices [MEJEUTLIE Testing Devices Delete

test magesh

Use the Org Unit ID when first starting your testing device to register it to this configuration

Deployment Configuration Files

Create configuration files for

DTK Configuration Name: test magesh - 99612
Clients: |

Create Deployment Configuration

Central Office Service Installation Scripts
Create configuration files for

Configuration Name: test magesh - 99612

Clients: MI

Create Central Office Service Unattended Installer Scripts

2. To create a deployment configuration file for COS SDs, click
Create Central Office Service Unattended Installer Scripts.

Note: This option is unavailable if you specified a TSM to use for
content caching when you created the configuration

Central Office Service Installation Scripts

Create configuration files for:
Configuration Name: test magesh - 99512

Clients: MI

The zip file central_office_1525672898.zip will be saved to your Downloads folder.

Save Cancel

3. Click Save to create a configuration file or Cancel to cancel the
process. When you click Save, the deployment configuration file (.zip) is
downloaded to the folder you select.
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‘ 4. Locate the .zip file you downloaded and view the archive. ‘

Name Name

~|silentsh ) m
' Jsil Open e
=4 silen Open Enter z;\’: Open Inside Ctrl+PgDn
REAL oo o Ctrl+PgDn Open Outside Shift+Enter
Open Outside Shift+Enter View i
- £3 Edit F4
Edit F4 Rename F2
Copy To.. F5
Rename F2 Move To.. F6
Copy To.. F5 Delete Del

4b. For a Linux COS SD, select the silent-linux.sh
and silent.qgs files, right-click and select Copy
To... and copy the files to the same directory
where the COS installation file (coinstaller) is
located.

4a. For a Windows COS SD, select the silent.
cmd and silent.gs files, right-click and
select Copy To... and copy the files to the
same directory where the COS installation
file (coinstaller.exe) is located.

4c. For a Mac COS SD, select the silent-mac.sh and silent.qgs files
and copy the files to the same directory where the COS installation
file (coinstaller) is located.

Use the Finder on your Mac to open the Applications folder. Within
the Applications folder, open the Utilities folder and double-click on
Terminal or Terminal. app (the Terminal application).

5. Navigate to the directory containing the files.
+ Toinstall COS silently for Windows, double-click the silent.cmd file.

+ Toinstall COS silently for Mac, enter the following command (when prompted, enter your Mac
administrator password and press Enter).

Jslient-mac.sh
* To install COS silently for Linux, open a Terminal and enter the following commands:
load libX11-xcb.so.1

sudo sh silent-linux.sh
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Configurations Add New Configuration

MI > MI > Dre Use Only - Sample District  Change

Add and remove charts: | Configurations Testing Devices Service Devices

¢ Fully Functional view
In Progress view
3 Out of datevie
A Unable to find view
Configurations Sepfice Devices Testing Devices

Configuration Name v magesh m ® Clear

¢4 Fully Functional 5 Fully Functional
In Progress T} Out of date

) Qut of date Total: 0 A Unable to find
A Unable to find

@ drc sample school config (mage Service Devices: (0) Testing Devices: (0) Location: (1)
@ A test magesh Testing Devices: (0) Location: (1)
@ 5 magesh123 Testing Devices: (0) Location: (1)
@ ¢ magesh version 3 puice Devices: (0} Testing Devices: (0) Location: (1)
@« test magesh Service Devices: (0) Testing Devices: (0) Location: (1)

6. After the silent installation process completes, navigate to the COS Configuration tab. Click on
the name of the configuration you updated to display configuration details and click the Service
Devices tab. If your new COS SD is displayed, the silent installation is complete.
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Appendix

Starting and Stopping the COS Services

COS consists of four services: Content Hosting, Content Management, Relay, and Restricted Proxy. These
services execute in the background, and start automatically after installation and whenever the COS SD

is booted. In addition, administrators can start and stop these services manually. Technology Coordinators
(TCs) should be familiar with the process of starting and stopping these services.

Windows

On a Windows COS SD, perform the following steps:

1. Select Control Panel-Administrative Tools—Services.

2. Select any of the services—CentralOfficeContentHost, CentralOfficeContentManagement,
CentralOfficeRelay, or CentralOfficeRestictedProxy—right-click and select Start (to start) or Stop

(to stop) the service.

. Services (Local)

CentralOfficeRelay MName - Description  Status Startup Type  Log On As
‘. Base Filtering Engine The Base Fil.. Started  Automatic Local Servi...

Start the service £% BitLocker Drive Encryption Service BDESVC ho... Manual Local Syst..
% Block Level Backup Engine Service The WBENG... Manual Local Syst...
% Bluetooth Support Service The Bluetoo.. Manual Local Servi...
% BranchCache This service ... Manual Network S...
% CentralOfficeContentHost Automatic Local Syst..
% CentralOfficeContentManagement Automatic Local Syst...
*3 Central OFf i Stan Automatic Local Syst...
% Certificate Stop Copies user ... Started  Manual Local Syst...
2L CNG Key Is . The CNG ke.. Started  Manual Local Syst...
. COM+ Evel Resume Supports Sy.. Started  Automatic Local Servi...
L COM + Syst e Manages th... Manual Local Syst...
~: Computer Maintains a.. Started  Manual Local Syst...
; ConfigMgr All Tasks ' ConfigMar ... Manual Local Syst...
% Configurati Refresh trol Provides th.. Started  Automatic (..  Local Syst..
% Credential i Provides se.. Manual Local Syst...

Properties i .
% Cryptograp Provides fo.. Started — Automatic Network S...
% DbxSve Help Dropbox Se.. Started  Automatic Local Syst..
Mac (OS X and macOS)

The COS services execute in the background without a standard graphical window (each service name is
prefixed with com.datarecognitioncorp). On a Mac COS SD, a Mac administrator uses the launchd and
launchctl commands in the terminal to manage these services.

Linux — Please ignore if your state does not test using Linux.

A Linux administrator uses the following commands on a Linux COS SD in terminal mode to start or stop
the COS services:

service centralofficecontenthosting1 start service centralofficemanagement1 stop

service centralofficemanagement1 start service centralofficerelay1 stop
service centralofficerelay1 start service centralofficerestrictedproxy1 stop
service centralofficerestrictedproxy1 start
service centralofficecontenthosting1 stop
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